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Abstract- Steganography and cryptography are two different techniques to maintain data confidentiality and
integrity. In the modern technology, secret messages can be hidden behind images, for example messages can be
encoded in low-order bits so as not to interfere with the media image that is sent, this method is called by
steganography method. While cryptography protects messages from unauthorized individuals by changing their
meaning. Implementation of the Steganography Methods aims to provide data security facilities, especially in terms
of hiding data intended for companies, businesses and individuals. This study is based on increasing the flow of data
transmission packets via email or other media that directly impact the rising threat and data theft. This research
was formed by experimental research method of data collection technique using literature and documentation. A
problem-solving approach by using problem identification to find a solution. The design method used is rapid
application development by applying a 5-step design, i.e. business modeling, data modeling, process modeling,
generation and application testing. The software is built using Microsoft Access which can hide the secret text
(encrypt) and display text (decrypt) on the image for data security. Using the incorporation of stegano graphic
techniques and Critical on the transfer of confidential information by developing the Caesar Chipper and better
algorithm can ensure confidentiality of threats and theft of data.

Keywords- Data Security; Steganography; Cryptography; Encryption; Decryption; Least Significant Bit (LSB);

LINTRODUCTION
A. BACKGROUND
The Internet has become an integral part of modern society. In cyberspace, through a wide range of information and
communication technology equipment, individuals and community groups interact, exchange ideas, and collaborate
to conduct a number of life activities.
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The world that is the point of tangency between the physical world and the world of abstraction is getting more and
more visitors [1].The latest statistics show that internet users in 2012 have reached approximately 34.3% of the
total 7.017 billion inhabitants of the earth. Meaning is that one in three individuals in this world are internet users.
As can be seen on table below:
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WORLD INTERNET USAGE AND POPULATION STATISTICS
June 30, 2012
World Regions Population | Internet Users | Internet Users Penetratil_:ln Growth | Users %
(2012 Est) | Dec.31,2000 | LatestData | (% Population) | 20002012 | of Table
Aftica 1,073,380 925 4 514 400 167,335,676 15.6 % | 3B0E.7 % 70 %
Asia 3522066937 114304000(  1,076,681,059 V5% 8419%) MB%
Europe 820918 446| 105 095,093 518,512,109 B32%| 3934%) AN5%
Middle East 223 608,203 3,284 500 90,000,435 402 %| 26399 % 37 %
North America 348,280,154 108 096,300 273,785,413 78B%| 1533%) M4%
Latin America / Caribbean 593 655 635 18,065,913 254,915,745 429%|13108% 106%
Oceania / Australia 35,903 563 7 R20 480 24,287,919 B7E%| 2187 % 1.0%
WORLD TOTAL 7,017,846,922 | 360,985,492  2,405,518,376 3% 566.4 %) 100.0 %
Figure 1. Internet Usage Statistics in the World of 2013 [ 2 ]
Incidents and Vulnerabilities Reported to CERTICC
4500 + -+ 160000

" ﬁg | “Through 2008, 90 percent of iy -

2 successful hacker attacks T 120,000 ¢

% _"’m":' T will exploit well-known <+ 100 000 E

3 =0 software vulnerabilities.” 1soo0 £

E 2000 + = Gartner* 60,000 §

- 1500 + o

8 1000 14000 3

500 4 20000 =

0 - -0

2001 2002 2003 2004

1397 1398

1995 1356 1999 2000

mmulnerabilities —@ Sacalll:.rln:|da|1‘.s|

Figure 2.Vulnerability In Software [ 1 ]

The conclusion that can be drawn from the case as above is the higher the benefits of a technology then the greater
the risk that will be faced, meaning that no information technology is in perfect design that is free from the
vulnerability of data theft. One of the most important things in communication using computers and computer
networks is to ensure the security of messages, data, or information so as not to fall to unauthorized people [3], the
process of exchanging / transmitting such data raises concerns over the years as data that can be attacked and
manipulated by third parties [4]. With the widespread of internet media around the world, it motivates people to
hide secret messages in communicating safely through the media [5].
B. Formulation of the problem
In connection with the problems found by researchers at PT XYZ, then make the basis for conducting research, such
as:
What methods can be used to keep data confidential from third- party attacks?
Why by combining cryptographic methods and steganography can be achieved better secrecy?
What is the contribution of this app if implemented later?
[s the application offered to facilitate the user in using it (user friendly)?

5. Will images inserted with confidential information affect the quality of the image?
C. Scope of problem

Research conducted on PT XYZ, this research is limited by the things listed as follows:
1. Applications include simple steganography and cryptographic techniques that serve to insert and extract
information from the image media.
2. Confidential messages are sent only on the form of text information is not in the form of other formats, such
as audio and video.
3. The image media used is an image file with 24 bit bitmap (BMP) extension.
4. The method used with Least Significant Bit method.

BN

IRJCS: Impact Factor Value - SJIF: Innospace, Morocco (2016): 4.281
Indexcopernicus: (ICV 2016): 88.80

© 2014- 18, IRJCS- All Rights Reserved Page -51


http://www.irjcs.com

\\!"’// International Research Journal of Computer Science (IR]JCS) ISSN: 2393-9842

e Issue 01, Volume 5 (January 2018) www.irjcs.com

5. The algorithm used is the development of the Caesar Cipher method using the public key and private key,
where the public key is shared to the public but not to the private key, only to the recipient. The
development of the algorithm writer adds movement from hours, minutes, seconds, milliseconds and micro
seconds. While for the private key the authors use their own algorithm by defining the colors on pie charts
and line graphs to declare passwords to open secret messages that are sent

D. Research purposes
The purpose of this research is as follows:

1. Fixed the previous app.

2. Evaluate the benefits and effect of app usage on user satisfaction and lower or eliminate application fee
(paid).

II. THEORY AND PREVIOUS RESERCH
Steganography and cryptography are two different techniques that maintain data confidentiality and integrity [6].
The purpose of steganography is to hide secret messages in digital media in a way that does not allow anyone to
detect the existence of such secret messages [7]. The main purpose of steganography is to communicate securely
with secret messages through pictures [8]. Steganography does not change the structure of the secret message, but
it hides inside the media so the change is not visible [8]. While cryptography protects messages from unauthorized
individuals by changing their meaning [9].

Steganography techniques depend on the confidentiality of the data encoding system [3] once the encoding system
is known, the steganography system can be known or tracked. The stenographic technique enables the concealment
of the fact that messages are being transmitted through digital media, such communication techniques are invisible
between the sender and the receiver [10], while cryptography obscures the integrity of the information so that it is
not understood by anyone but the sender and receiver [6]. Cryptography is a mathematical study that has links to
aspects of information security such as data integrity, entity authenticity and data authenticity [11].

In Steganography only the sender and the receiver know the existence of the message, whereas in cryptography the
existence of the encrypted message can be seen by the person [12]. For this reason steganography can dispel
suspicion of people through the media of hidden messages [13]. Steganography and cryptography differ in how to
hide data but they are actually complementary techniques. Regardless of how powerful the encryption algorithm is,
if the secret message is found, it will be in its password [14] as well as how well messages are hidden in the digital
media there is the possibility of hidden messages to be discovered by third parties.

By combining steganography and cryptography we can achieve better security by hiding the existence of encrypted
messages [15]. The resulting stego-object can be transmitted without revealing that confidential information is in
progress. Furthermore, if an attacker attempts to detect a message from a stego object, initially they have to decode
a message from a digital medium and then he will still need a cryptographic algorithm to crack an encrypted
message. Data hiding schemes in steganography in general are data or information that is hidden or stored in a
container (cover) through a particular steganographic algorithm (e.g. Least Significant Bit). To increase the security
level of data, can be given a key, so that not everyone is able to reveal the data stored in the container file (cover) is.
The end result of this data storage process is a stego file (stego text).

The steganography property according to Munir [16] is:

e Embedded message (hidden text): hidden message;

e Cover-object (cover text): message used to hide embedded message;

e Steno-object (stegotext): message that already contains embedded message message; and
e Stego- key : key used to insert messages and extract messages from stegotext.
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Figure 3. Embedding and Extraction Data Schemes [16].

Cryptography has a long and amazing history. This secret writing can be traced back to 3000 years BC when used by
the Egyptians. They use hieroglyphics to hide posts from unexpected ones. Hieroglyphics is derived from the Greek
hieroglyphic which means a secret engraving.

Hieroglyphs evolved into hieratic, stylized scripts that are easier to use. Around 400 BC, military cryptography was
used by the Spartans in the form of a piece of papyrus or parchment wrapped in a log. This system is called Scytale.
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Around 50 BC, Julius Caesar, the Roman emperor, used a substitution cipher to send a message to Marcus Tullius
Cicero. In this cipher, the letters of the alphabet are substituted with other letters on the same alphabet . Since only
one alphabet is used, this cipher is a monoalfabetic substitution. Such a cipher includes a 3-letter alphabet shift and
substitutes the letter. This substitution is sometimes known as C3 (for caesar shifts 3 places). In general the Caesar
cipher system can be written as follows: Zi = Cn ( Pi) Where Zi is the character of the ciphertext, Cn is the alphabetic
substitution transformation, n is the number of letters shifted, and Pi is the plaintext characters. Disk has an
important role in cryptography about 500 years ago. In Italy around 1460, Leon Battista Alberti developed a disk
cipher for encryption. The system consists of two concentric disks. Each disk has an alphabet around it, and by
rotating one disc corresponding to the other, the letters in one alphabet can be transformed into letters on another
alphabet.

This study authors use descriptive qualitative research methods. Besides using the qualitative descriptive method,
this research also uses simulation method to prove the effectiveness of the design result of the implementation that
has been made. Qualitative research methods are used to examine natural sites, and research does not make
treatment, because researchers in collecting data are emic, that is based on the views of data sources, not the views
of researchers. In qualitative research, researchers interact with data sources. Although qualitative research does
not make generalizations, it does not mean that qualitative research results cannot be applied elsewhere.
Generalization in qualitative research called transferability in the Indonesian language is called ketralihan. The
point is that the results of qualitative research can be transferred or applied elsewhere, when the conditions of
other places are not much different from the place of study. Likewise the final results of this design are expected to
be flexible to apply anywhere as long as the infrastructure and needs are not much different.

In this research, writer use some technique in collecting data that is:

Librarian Engineering
Bibliography techniques focus on the study of various sources of literature.

Observation Technique

Researchers see directly the implementation of the application of this system.

The author performs a simulation by trying to encrypt a secret message by adding hours, minutes, seconds, milli
seconds and micro seconds and then trying to decrypt the secret message, it will take a long time to open the
contents of the secret message because it must try as much as 26 (number of alphabetic from A to Z) the
experimental time for each character, the next 26 characters for the second character, the third character and so on
up to the end of the secret message. From the results of this experiment it can be concluded the probability of
getting the corresponding result is 265, the power of five because there are five tests to denote hours, minutes,
seconds, milli seconds and micro seconds.

The decryption process does not get here, the author adds variables "+", "-"," /" and "*" to open the decryption of the
secret message. For more details as follows:

1. Avalue of 0 to 6 for the "+"

2. Values 7 through 13 for the "-"

3. Values 14 to 20 for "/", and

4. The value of 21 and above for the "*".
Example use of the description of the above formulation is: if known to 22:00 hours, minutes to 2, seconds to 3, milli

seconds to 4 and micro seconds to 6, then fill the description is 22 * 2 + 3 + 4 + 6 + after enter the value of the
variable correctly then then the secret message can be revealed clearly.
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Figure 4. Testing with algorithm development
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Figure 5. Results after entering the variable correctly.

III. ANALYSIS AND DISCUSSION
The researcher classifies the type of data or information that is transacted through email service or folder sharing.
The classification of the data type or information is:
Regular data / information is information that is general and all parties may know and can use it.
Confidential data / information is information is confidential / limited and should not all parties know it and can
use it.
Transformed data / information has various format of the type, can be (word, excel, power point, pdf, text file, jpeg,
jpg, png, gif, bmp, mp3, mp4, flv, wav and so on) .

J Stzganography
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aximum Character
“heck Character [praces Encode / Decode || Eorgot Password || new

Figure 6. Main Menu.

The main menu of steganography and cryptography can be described as the following information below:
1. The encoding process selects images to be inserted secret messages.
The process of decoding, selecting an image that has been inserted to view the secret message
The secret message input process
The process of measuring the length of the image character that has been inserted a secret message
The process for encryption and description of messages that will and have been inserted in the image
To view the password (password) from the description of an image that has been inserted a secret message.
"New" menu to start the encryption process as well as description.

Nk wN

Encoding / Encode Encoding Testing
An encryption module that serves as a messenger of a message or information so that it becomes a form that cannot

be read by others and becomes a secret message.
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Figure 7. Encryption process.
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The function of the encryption module in this program runs in accordance with the design specification, the
encryption module is described in script form, which in the script describes how a function runs, that is the process
when the secret message is inserted in the image by LSB method

Decode / Decode Module Testing

Decryption Module that serves to translate messages that have been randomized so that can be read by the recipient
of the message or by the parties - the parties eligible to receive the message. The function of the decryption module
in this program runs in accordance with the design specification of the system can translate the secret message on
the image of the image received from the sender of the message.

Testing Check Character Module

This module works to compare the number of characters of confidential information that is inserted with the
number of image characters. This function runs according to the design specifications. Checking is done on this
system is very useful, serves as a control or information to the user / user where the number of secret messages to
be inserted should be smaller than the number of image, if forced then the result will not work / benefit well, for the
writer to protect if it turns out the magnitude of the secret message is greater than the image, the system will give a
warning and cannot continue the next process until the secret message is revised / no larger than the image.

Proposal Tesis uhammad Rifgi, Universitas Budi
Luhwt Januari 2013, Contoh penggunaan teknik,
steganografi dan kriptografi[11-7-24-25-1] |

Length Character 135 Ciicakep_tfa.bmp
Maximum Character 209957

IEroces Encode | Decade I [Eorgot Password ] l Hew l

Figure 8. Check the number of characters.

In Figure 8 describes the checks performed by the system in comparing the number of characters of the secret
message and the number of characters in the image, in the script as below the researcher writes warning / warning
if the magnitude of the secret message to be inserted larger than the image.

Check Character

Q File terlalu besar harus <= 209957

Figure 9. Warning message on character check.
New Module Testing
This module works to clean the screen or start a new process. This function runs according to the design

specifications.
EE F_Stegano : Form X

= || Stzgunoyraphy
Okncode i i Obecade
I m Fé o]

Length Character 135 Cilcakep_rfq.bmp
Maximum Character 209957

Check Character Proces Encode { Decode | | Eorgot Password

Figure 10. Cleaning of new modules.

IV. CONCLUSION
Both Steganography and cryptography itself is a good solution for the confidentiality of data from third-party
attacks by merging these two methods can provide more security for data confidentiality. Steganography and
cryptography provide two levels of security for transmitted information. Intruders cannot easily damage the system
even if they are aware of the secret data they cannot easily recognize the data, because the data is hidden in two
stenographic and cryptographic methods that will certainly take time to open the two data with different
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algorithms. The contribution of this application is able to insert (embed) messages (messages) and data files
without damaging the carrier files or data that has been inserted and provide certainty for the intended person by
via email by including the password in the integrated table and the hidden as in the report file in shape graph.

This application can provide a user friendly view of information making it easier for users to operate it. In terms of
image quality, there is no difference between the stegoimage and the original image. But when a secret message is
inserted in a plain white background image, the stego image changes color to a bit of gray. This is because a plain
white image consists of 8 bits per pixel so it displays 256 shades of gray; in addition, because white dominates the
position of Least Significant Bit (LSB), compared to black, which dominates the position of Most Significant Bit
(MSB).
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