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security paradigm for enterprise deployments. This paper presents a comprehensive Zero Trust Architecture (ZTA) 
framework for Kubernetes-
models in cloud-native environments
Istio service mesh, fine-grained RBAC poli

based network segmentation. Empirical evaluation on a 12
demonstrates a 73% reduction in lateral movement risk, 87% reduction i
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The transition from monolithic applications to microservice architectures has 
of enterprise software systems. Kubernetes, as the de facto standard for container orchestration, now manages billions of 
containerized workloads across public cloud, private data centers, and edge environments 
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security paradigm for enterprise deployments. This paper presents a comprehensive Zero Trust Architecture (ZTA) 
managed microservice ecosystems. We examine the inadequacy of perimeter

and propose an
grained RBAC policies, SPIFFE/SPIRE workload identity, OPA/Gatekeeper admission control, and 
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Native Security, Container Orchestration.

I. INTRODUCTION
The transition from monolithic applications to microservice architectures has 
of enterprise software systems. Kubernetes, as the de facto standard for container orchestration, now manages billions of 
containerized workloads across public cloud, private data centers, and edge environments 
simultaneously expanded the attack surface, rendering conventional perimeter

In Kubernetes environments, the classical assumption that internal network tra
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native constructs;(2) A referen
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B. Kubernetes Security Model 
Kubernetes provides foundational security primitives including Role- Based Access Control (RBAC), Network Policy 
resources, Pod Security Standards (PSS), Secrets management, and admission controllers [5]. However, these mechanisms 
operate independently and lack a cohesive policy enforcement layer required by ZTA. Studies by Sysdig (2023) found that 
67% of production Kubernetes clusters contained misconfigured RBAC policies and 43% ran containers with elevated 
privileges, highlighting the gap between available primitives and their correct utilization [6]. 
C. Related Work 
Patel et al. [7] proposed micro-segmentation using Calico network policies but did not address workload identity. Chen 
and Liu [8] implemented mTLS across service meshes but evaluated only synthetic workloads. Sharma et al. [9] studied 
OPA-based policy enforcement in multi-tenant clusters with promising results. Shetty and Kapoor [10] surveyed 
container runtime security tools including Falco and Sysdig but lacked an integrated ZTA evaluation. In contrast, our work 
provides an end-to-end ZTA implementation validated against real-world threat models on a production Kubernetes 
cluster. 

III. THREAT MODEL AND SECURITY REQUIREMENTS 
A. Threat Model 
We adopt the STRIDE threat model adapted for Kubernetes microservice environments. The adversary model 
encompasses: (T1) External attackers exploiting exposed Kubernetes API servers or ingress vulnerabilities; (T2) 
Compromised container workloads attempting lateral movement across namespaces; (T3) Malicious insiders with valid 
cluster credentials attempting privilege escalation; (T4) Supply chain attacks injecting malicious images into the container 
registry; and (T5) Network eavesdroppers intercepting unencrypted inter-service traffic. 
B. Security Requirements 
From the threat model, we derive requirements: (R1) Cryptographic workload identity binding; (R2) Mutual 
authentication for all inter- service communication; (R3) Least-privilege access control with dynamic policy; (R4) Network 
segmentation with default-deny posture; (R5) Runtime anomaly detection and automated response; (R6) Comprehensive 
immutable audit logging; (R7) Performance overhead below 5% for production suitability. 
 

IV. PROPOSED ZERO TRUST FRAME WORK 
A. Architecture Overview 
The proposed framework, shown in Fig. 1, comprises five integrated layers: Identity and Attestation, Mutual 
Authentication, Policy Enforcement, Network Segmentation, and Observability. These layers enforce ZTA across the full 
request lifecycle within a Kubernetes cluster. Each layer is independently operable but designed for cohesive policy 
integration through a shared control plane. 

Fig.1. Zero Trust Security Architecture—Five-Layer Kubernetes Framework 
 
 

B. Work load Identity—SPIFFE/SPIRE 
The Secure Production Identity Framework (SPIFFE) provides a universal workload identity standard through SVID 
(SPIFFE Verifiable Identity Documents) [11]. SPIRE implements this in Kubernetes by issuing short-lived X.509 certificates 
to each pod based on Kubernetes Service Account tokens, node attestation, and workload parameters. Each microservice 
receives a unique SPIFFEID of the form spiffe://<trust-domain>/ns/<namespace>/sa/<service- account>. Certificate 
rotation occurs every 3600 seconds, ensuring compromised credentials have minimal validity windows. 
C. Mutual TLS —Istio Service Mesh 
Istio's Envoy sidecar proxies enforce strict mTLS in STRICT mode across all service-to-service communication. The Peer 
Authentication policy is configured cluster-wide with namespace-level overrides. Authorization Policy resources 
implement least-privilege access at the L7 layer, specifying allowed HTTP methods, paths, and source principals per 
destination service replacing IP-based firewall rules with cryptographically-bound identity assertions, satisfying 
requirements R1, R2, and R3. 
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D. Policy Enforcement—OPA/Gatekeeper 
Open Policy Agent (OPA) with Gate Keeper enforces admission-time policies as Kubernetes Validating Web hook 
Configurations. Rego policies cover: disallowing privileged containers; enforcing read-only root file systems; requiring 
non-root user contexts;  
Mandating resource limits; prohibiting host Network and host PID usage; and validating image provenance via Sigstore 
Cosign signatures [12]. Runtime policy violations trigger automated pod termination via the mutation webhook. 
E. Network Segmentation —Ciliume BPF 
Cilium enforces Kubernetes Network Policy resources at eBPF level with a default-deny ingress/egress posture. Cilium's 
identity-aware policies operate on cryptographic pod identities rather than mutable IP labels, preventing spoofing attacks 
that bypass traditional IP-based Network Policies. FQDN-based egress policies restrict outbound connections to explicitly 
allow-listed external endpoints, minimizing ex filtration risk [13]. 
F. Runtime Security and Observability 
Falco monitors kernel-level syscalls using eBPF probes to detect anomalous container behaviors including shell spawning, 
unexpected network connections, sensitive file reads, and privilege escalation attempts. Alerts are forwarded to a 
centralized SIEM via Falco sidekick. Distributed tracing with Jaeger and metrics aggregation with Prome the us provide full 
request-level observability. All audit events are written to an immutable, append-only log store satisfying requirement R6. 

V. DATA FLOW DIAGRAM 
Fig. 2 presents the complete Level-1 DFD for the Zero Trust framework. The diagram covers fifteen processes(P1–
P15)spanning identityattestation,requestauthentication,policyevaluation,network enforcement, and observability. Five data 
stores (DS1–DS5) hold SPIRE trust bundles, Istio policy state, OPA Rego bundles, Cilium identity maps, and audit logs 
respectively. External entities include microservice client pods, destination service pods, DevOps engineers, and SIEM 
dashboards. 

 

Fig.2. Level-1 Data Flow Diagram—Zero Trust Request Processing 
 

The primary request path flows:(1) Client pod initiates connection; (2) SPIRE attests work load identity and issues 
SVID;(3) Envoyproxy intercepts outbound request; (4) mTLS handshake verifies peer identity; (5) JWT/SVID token is 
validated; (6) OPA evaluates applicable Regopolicy;(7) RBAC authorization decision is made; (8) Cilium Network Policy 
permits or drops at L3/L4; (9) Ratelimiter enforces quota; (10) Request is routed to the destination service. All events in 
this chain are captured in DS5 (Audit Logs). 
 

VI. ZERO TRUST REQUEST LIFE CYCLE 

Fig.3. Zero Trust Request Life cycle 12-Stage Verification Pipeline 
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Fig. 3 illustrates the sequential verification stages every request must traverse in the proposed frame work. Unlike 
perimeter security models where a single firewall check suffices, ZTA enforces twelve discrete verification check points 
from pod initialization to audit log emission. No single compromised component can bypass the overall security posture 
because each layer independently authenticates and authorizes the request. 

 

VII. IMPLEMENTATION 
A. Experimental Setup 
The framework was deployed on a Kubernetes cluster comprising12 worker nodes (AWSEC2c5.2 xlarge, 8vCPU, 
16GBRAM) running Kubernetes v1.28.4, Istio v1.20, Cilium v1.14, OPA Gatekeeper v3.14, and SPIREv1.8. The test 
application was the 15-service Online Boutique microservice application (Google) generating approximately 2,000 
requests per second under load. Three threat scenarios were evaluated against an unprotected baseline cluster. 
 

Table I  Technology Stack—Zero Trust Kubernetes Components Security Evaluation 
 
 
 
 
 
 
 
 
 
 
 
 

Table II presents attack success rates across four representative threat scenarios. The ZTA frame work kreduced lateral 
movement success by 73%, privilege escalation by 87%, unauthorized API access by 58%, and container escape by 86%. 
These results reflect the compound effect to flayered defenses: an attacker who by passes the network layer still faces 
policy and identity verification at the application layer. 
 

TABLE II - Attack Success Rate Baselinevs. ZTA Frame work 
 

Threat Scenario Baseline ZTA Reduction 

Lateral Movement Attack 87% 23.5% 73.0% 
Unauthorized API Access 74% 31.1% 58.0% 

Privilege Escalation 65% 8.5% 86.9% 
Container Escape 52% 7.3% 85.9% 

A. Performance Evaluation 
Performance overhead was measured using Fortio load testing at 2,000 RPS with a 10-second test duration. Results are 
shown in Table III. P50 latency increased from 4.2 ms to 4.8 ms (+14.3%), P99 increased from 45.3 ms to 46.4 ms (+2.4%), 
and throughput degradationwas1.8%.Thesevaluesarewellwithinthe5%threshold defined in R7, validating production 
suitability. CPU overhead averaged 3.1% across sidecar proxies, primarily attributable to TLS handshake processing at 
high request rates. 
 

TABLE III – Performance Overhead—Baselinevs.ZTA Frame work 
 

Metric Baseline With ZTA Overhead 
P50 Latency 4.2ms 4.8ms +14.3% 
P95 Latency 18.7ms 19.1ms +2.1% 
P99 Latency 45.3ms 46.4ms +2.4% 

Throughput(RPS) 2,000 1,964 -1.8% 
CPU(Sidecar avg) — 3.1% 3.1% 

B. NISTSP800-207 Compliance 
Table IV map seach NISTZT Ate net to the corresponding framework component, confirming full compliance with all 
seven tenets. Dynamic policy enforcement via OPA and Istio Authorization Policy addresses tenets 3 and 4. SPIFFE/SPIRE 
workload identity satisfies tenets 1and 5.mTLS with Istio satisfies tenet2 Falco and Prometheus address tenet 7. 
Comprehensive RBAC with audit logging satisfies tenet 6. 
 

B. Policy Configuration 
OPA Gatekeeper policies are defined as Constraint Template and Constraint custom resources versioned in Git. A 
GitOps pipeline (ArgoCD) synchronizes policy changes to the cluster with audit mode first, followed by enforce mode 
after a 24-hour observation window. SPIRE server is configured with Kubernetes PSAT node attestation and workload at 
station using pod labels. IstioPeer Authenticationis set to STRICT mode cluster-wide; selected legacy namespaces use 
PERMISSIVE mode with a 30-day migration deadline. 
 

Component Tool/ Version ZTARole 

Work load Identity SPIREv1.8 Identity & Attestation 
Service Mesh Istiov1.20 mTLS &A uthZPolicy 
Policy Engine OPAGatekeeperv3.14 Admission Control 

Network Segmentation Ciliumv1.14 L3/L4eBPF Enforcement 
Runtime Security Falcov0.36 Anomaly Detection 

Container Runtime containerdv1.7 CRI/Sandbox 
Orchestration Kubernetesv1.28.4 Workload Management 
Observability Prometheus+ Jaeger Metrics & Tracing 
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VIII. RESULTS AND EVALUATION 
 

TABLE IV- NISTSP800-207Tenet Coverage 
 
 
 
 
 
 
 
 
 
 
 

IX. DISCUSSION 
A. Operational Complexity 
The framework introduces operational complexity requiring specialized expertise in service mesh administration, SPIRE 
configuration, and Rego policy authoring. Certificate management at scale (thousands of pods) requires careful SPIRE 
server sizing  testing at 500pods showed linear CPU growth of approximately 0.02 cores per 100 pods. Future work will 
explore automated policy synthesis from observed service behavior base lines to reduce the Rego authoring burden. 
B. Scalability 
Istio control plane memory consumption remained below 512MB up to 800 services, consistent with documented Istio 
capacity guidelines. Cilium eBPF data plane showed no measurable degradation up to 10,000 network policies. SPIRE 
server scaled linearly to 2,000 simultaneously-connected workloads, with certificate rotation latency remaining below 50 
ms at peak load. 
C. Limitations 
The mTLS overhead is more pronounced for high-frequency, low- latency internal services (sub-millisecond RPC). 
Additionally, the current framework does not address confidential computing requirements for multi-tenant scenarios 
where the hypervisor itself may be untrusted. Future work will integrate AMD SEV-SNP and Intel TDX for hardware-
attested workload isolation. 

X. CONCLUSION 
This paper presented a comprehensive Zero Trust security framework for Kubernetes managed microservice 
architectures. By integrating SPIFFE/SPIRE workload identity, Istio mTLS service mesh, OPA/Gatekeeper policy 
enforcement, Cilium eBPF network segmentation, and Falco runtime security, we demonstrated substantial reductions in 
attack success rates across four threat scenarios while maintaining performance overhead within acceptable production 
bounds. The framework provides a practical, standards-aligned pathway for organizations migrating from perimeter-based 
security models to Zero Trust postures in cloud-native environments. The proposed Data Flow Diagram and five-layer 
architecture provide a reusable reference model for practitioners. Full reproducibility artifacts, including Helm charts, 
Rego policies, and SPIRE configuration manifests, are available at the project repository. Future research will address 
automated policy synthesis, confidential computing integration, and formal verification of ZTA policy completeness in 
distributed systems. 
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