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Abstract: With the rise of artificial intelligence, the cyber security landscape is witnessing a paradigm shift where
traditional penetration testing tools that rely on static attack patterns and obfuscation are increasingly ineffective against
modern Al- driven security defenses. This work presents the RED TEAM Al MALWARE SIMULATOR, a dual-phase Al-
driven polymorphic malware testing framework with comprehensive C2 orchestration and intelligent decision making.
The framework uses a simple two-phase approach consisting of reconnaissance and attack, driven by custom-trained
Recon Prioritization and Attack Decision Al models integrated with a bespoke Django-based C2 server deployed on a
VPS. The system simulates sophisticated, real- world malware behavior in a controlled and legal environment, including
full kill chain simulation from reconnaissance to C2 communication, while ensuring that all executed actions are safe, non-
destructive, and sand boxed. Experimental evaluation consists of five comprehensive tests coverings can submission,
recon prioritization, attack decision, report generation, and LLM mitigation, with all five tests passing (100% success rate),
demonstrating that modern systems are vulnerable to Al-powered malware and highlighting the need for Al-aware
security measures in organizations.

Index Terms: Al-powered malware, polymorphic malware simulation, command and control server, recon
prioritization, attack decision model, LLM mitigation, red team tooling

I. INTRODUCTION

The rapid advancement of artificial intelligence has fundamentally altered the cyber security domain, rendering many
traditional defense mechanisms obsolete [1]. Traditional security measures are becoming increasingly vulnerable to Al-
assisted threats that can autonomously adapt and evade detection [2]. Penetration testing tools are used by cyber security
professionals to test the security of enterprises and their networks. With the recent boom in Al and graphical processing
units getting more powerful each generation, which can be used to train more powerful models, one must consider how
hackers can exploit agent Al to attack networks. Traditional penetration testing tools rely on static attack patterns and
obfuscation, making them ineffective against modern Al-driven security defenses. Al-powered malware can adapt
dynamically, bypassing firewalls, EDR systems, and behavioral analysis. Current research lacks a comprehensive framework
to study its full attack lifecycle. There is a lack of public research in this domain, leaving in dependent developers and
security researchers without any means of protection against Al-powered malware attacks. This work presents the Red
Team Al Malware Simulator, a dual-phase Al-driven polymorphic malware testing framework. The system simulates
sophisticated, real world malware behavior in a controlled environment, utilizing custom-trained Recon Prioritization and
Attack Decision Al models orchestrated by a Django-based C2 server. The frame- work operates in two phases: System
Reconnaissance and C2- Driven Attacker Simulation. In the first phase, the payload driver gathers system intelligence,
which is prioritized by the Recon Al. In the second phase, the Attack Decision Al directs the payload to execute safe,
simulated malicious actions. This approach allows red teams to evaluate system resilience against adaptive threats.
Crucially, the simulation ensures safety by sandboxing actions and using an LLM mitigation module to prevent destructive
behavior.
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A. Background and Literature Review
Prior work has explored artificial intelligence as a new vector for offensive security, evolving malware variants as antigens
for antivirus systems, and camouflage in malware from encryption to metamorphism [3], as well as polymorphic execution
platforms [4] and polymorphic attacks that deceive Al-based malware detection. These works report recon work- flow
success rates of approximately 90%, exploit execution rates of approximately 50%, high evasion rates against large
numbers of AV engines, and CNN-based detection models with high accuracy on both Linux and Windows systems [5],
along with evasion rates up to 100% in some scenarios. Despite these advances, there is a lack of public research and
tooling focused on a comprehensive framework to study the full attack life cycle of Al-powered malware in a controlled,
legal setting targeted at red teamers and security professionals. The Red Team Al Malware Simulator addresses this gap
by providing a dual-phase Al-driven polymorphic malware testing framework with bespoke C2 orchestration and
integrated Al models for reconnaissance prioritization and attack decision making.

II. METHODOLOGY
The proposed Red Team Al Malware Simulator is a dual-phase framework comprising a C2 server, two Al models, and a
payload driver, organized into a pipeline of Reconnaissance, Attack Simulation, and Report Generation.
A. System Architecture
The architecture features a Django-based C2 server deployed on a VPS, acting as the central orchestrator. It manages
two-way communication with the payload driver (malware agent) deployed on the target Windows machine using JSON
format for data exchange. The system includes two custom Al models: the Recon Prioritization Model and the Attack
Decision Model. The payload driver, built in C/C++and Rust for lower-level system access with Python integration for
orchestration, executes commands and gathers intelligence. An LLM mitigation module ensures safety by sanitizing actions
and preventing execution of unsafe or real destructive commands.
B. Al Models
The Recon Prioritization Al Model is a custom neural network that ranks discovered files based on sensitivity using file
metadata and location. It inputs raw recon data (file system data, metadata, names, locations, types) and outputs a
prioritized list to simulate experienced red-team focus. It assigns priority scores to targets based on sensitivity,
accessibility, and value.
The Attack Decision Al Model predicts the optimal next attack action based on the current environment state, system
configurations, and recon results. It inputs current environment data, available vulnerabilities, defense mechanisms
detected, and prioritized recon results. It outputs the next best course of action for the attack, maximizing attack
efficiency while maintaining stealth. It adapts attack strategy based on real- time environment data.
C. Workflow
The workflow proceeds in two phases:
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Fig.1. System Architecture of RAPTOR Framework
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1) Reconnaissance: The payload driver scans the target (OS finger printing, port scanning, service enumeration, file
system exploration) and sends data to the C2. The Recon Al prioritizes findings.

2) Attack Simulation: The C2 sends tasks based on the Attack Decision Al's decisions. The payload executes safe,
simulated attacks (e.g., process listing, file reading, telemetry collection). Finally, the system generates a comprehensive
PDF report and uses an LLM to provide actionable mitigation strategies.

I1I.RESULTS
The experimental evaluation focused on C2 functionality, Al model performance, and reporting quality. Five critical tests
(scan submission, recon prioritization, attack decision, report generation, and LLM mitigation) were conducted, all
achieving a 100% pass rate.
A. Recon Prioritization Al Model Performance
The Recon Prioritization Al model demonstrated strong performance in distinguishing between Sensitive and Not
Sensitive classes. The classification report indicates high precision for the Sensitive class and high recall for the Not Sensitive
class, with balanced F1-scores. Feature importance analysis revealed that file size is the most influential factor, followed by
directory-based features. The precision-recall curve demonstrates that the model maintains high precision across a wide
range of recall values, with an average precision of 0.95. The ROC curve shows an area under the curve (AUC) of 0.93,
indicating strong overall discriminative ability.
B. Attack Decision Al Model Performance
The Attack Decision Al model results indicate robust multiclass classification performance across simulated attacker
actions. The model consistently achieved high precision, recall, and F1-scores for each class, effectively distinguishing
Between actions like process listing and file reading. Most classes of the automated reporting and LLM-based mitigation.
The system highlights the vulnerability of modern defenses to adaptive Al threats. Future work will focus on extending
support to Linux file systems, fine-tuning dedicated LLMs for mitigation, and expanding the range of simulated attack
vectors. Exhibit Fl-scores above 0.9. Feature importance analysis high- lighted reliance on features related to file
sensitivity and previous action context. The model’s decision process closely mimics an intelligent attacker, prioritizing
actions based on the perceived value of discovered files and the sequence of prior steps.
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Fig.2. Operational Sequence Diagram
C. Overall System Performance
Report generation successfully produced comprehensive PDF documents containing all session data, while the LLM
mitigation module provided specific, actionable security recommendations. The system demonstrated resilience and
stealth in a controlled sandbox environment with active antivirus software [10].
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Fig.3. Confusion Matrix; Attack Decision Model

IV.CONCLUSION

The Red Team Al Malware Simulator successfully demonstrates a dual-phase, Al-driven framework for simulating
sophisticated malware behavior in a controlled environment [9]. All five critical tests passed, validating the efficacy of the
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2 orchestration, the accuracy of the Recon Prioritization and Attack Decision Al models, and the utility.
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