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Abstract: Recruit Al a smart hiring platform designed to make recruitment faster, fairer, and more reliable. The system
leverages Natural Language Processing (NLP) to automatically review resumes and uses Large Language Models (LLMs) to
create personalized interview questions for each candidate. To keep virtual interviews fair and secure, Recruit Al
incorporates Computer Vision technologypowered by OpenCV and MediaPipeto monitor candidates during their
sessions. This helps identify potential issues like switching tabs, the candidate being off-camera, or suspicious background
activity. Built on a Python Flask backend with an intuitive web interface, the platform streamlines the entire hiring process.
Our results demonstrate that Recruit Al not only improves the quality of candidate screening and reduces unconscious
bias, but also strengthens interview integrity while offering candidates valuable feedback after their interviews.
Keywords: Artificial Intelligence, Recruitment Automation, Natural Language Processing, Computer Vision, Interview
Monitoring, Flask.

I. INTRODUCTION
Recruitment is a cornerstone of organizational success the people you hire directly shape your workforce quality and
business outcomes. Traditional hiring methods have long depended on manual resume reviews and subjective interviews,
which often result in slow turnaround times and unconscious bias creeping into decisions. As companies have shifted
toward online recruitment and remote interviews, new challenges have emerged: maintaining interview integrity,
preventing dishonest behavior, and gaining deeper insights into candidate capabilities beyond what a resume can show.
Recent research shows that Al-driven systems hold tremendous promise for transforming recruitment. They can
automate repetitive tasks, support better decision-making, and bring greater transparency to how candidates are
evaluated. Natural Language Processing (NLP) has proven highly effective at analyzing resumes, while Large Language
Model (LLM)-based systems can generate interview questions that are both contextually relevant and tailored to specific
roles. However, many existing solutions tackle only isolated pieces of the hiring puzzle and lack comprehensive, real-time
monitoring capabilities to ensure interview security and fairness. Recruit Al was developed to bridge this gap. It offers an
end-to-end, Al-powered recruitment platform that not only automates screening and question generation but also
incorporates real-time monitoring to maintain the integrity of virtual interviews creating a more efficient, fair, and secure
hiring process from start to finish.
Il. RELATED WORK

Researchers have been exploring how Artificial Intelligence can transform recruitment and interview processes, with
varying degrees of success. One study introduced an Al-assisted interview framework that provides interviewers with
real-time prompts and suggested follow-up questions. While promising, the system struggled with latency issues and
raised questions about whether interviewers could trust Al-generated recommendations [1]. Another team developed an
Al-enabled job application portal offering candidates instant feedback, though it lacked sophisticated tools for monitoring
candidate behavior during interviews [2]. A comprehensive review of Al-driven interview technologies revealed ongoing
concerns about ethics, algorithmic bias, and the "black box" nature of many current systems [3]. Some researchers have
focused on analyzing candidate behavior during interviews.
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A mock interview platform combined OpenCV and NLP to assess facial expressions and speech patterns, but proved
vulnerable to poor lighting conditions and unstable internet connections [4]. Others explored LLM-powered chatbot
interviewers capable of conducting both technical and HR interviews, though these systems often had difficulty
interpreting emotional nuances and open-ended responses [5]. Multimodal interview systems that integrated both NLP
and Computer Vision showed promise but were hampered by sensitivity to environmental factors and heavy
computational requirements [6].

The human element remains crucial. Research has emphasized that automated Al decisions must be balanced with human
oversight to ensure fairness and accountability in hiring [7]. Studies using CNN and LSTM models demonstrated that
machines can capture both verbal and non-verbal interview cues, while also highlighting concerns about cultural bias and
the limitations of training datasets [8]. Work on real-time monitoring using MediaPipe and OpenCV has shown these
tools are well-suited for tracking hand gestures[9]and detecting posture [10], confirming their viability for live interview
supervision.Together, these studies reveal a clear gap in the market: while various tools address specific aspects of Al-
powered recruitment, few offer a complete solution that combines resume screening, personalized question generation,
and real-time interview monitoringall while addressing ethical concerns and performance limitations. Recruit Al was
developed to fill this gap, providing an integrated platform that tackles the full recruitment lifecycle with attention to
fairness, security, and scalability.

I1I. SYSTEM ANALYSIS
Existing recruitment systems depend heavily on manual resume screening, predetermined interview questions, and
entirely human-driven assessments, which often result in slow, inconsistent, and bias-prone hiring processes [3]. In
remote interview environments, the lack of effective monitoring mechanisms allows candidates to engage in dishonest
practices undetected, compromising the reliability and fairness of evaluations [4]. Additionally, many rejected candidates
receive minimal or no constructive feedback, hindering their ability to develop skills or prepare for subsequent
opportunities [2]. To address these limitations, Recruit Al introduces a fully automated recruitment framework that
integrates resume analysis, intelligent interview generation, and real-time behavioral monitoring. The system employs
Natural Language Processing (NLP) techniques to extract key skills, experience, and qualifications from candidate
resumes, while Large Language Models (LLMs) create customized technical and behavioral questions tailored to individual
profiles. LLMs were chosen for question generation over alternatives such as rule-based systems or traditional machine
learning models (e.g., recurrent neural networks or template-based generators) due to their superior contextual
understanding, ability to generate nuanced and domain-specific questions dynamically, and adaptability to varied resume
structures with minimal manual intervention. Rule-based systems lack flexibility, require extensive predefined templates
for each job role, and do not scale well across diverse domains. Traditional ML models, such as RNNs or sequence-to-
sequence architectures, require large labeled datasets for training, often produce generic outputs, and struggle with
maintaining coherence in generative tasks. In contrast, LLMs leverage transformer architectures for efficient prompt-based
generation, ensuring high relevance and variety while reducing development time and computational resources. The
system also incorporates Computer Vision modules that analyze posture, gestures, eye gaze, and facial movements to
detect anomalies or suspicious behavior during virtual interviews, enhancing the integrity and transparency of the hiring
process.

IV.METHODOLOGY
The methodology for Recruit Al follows a structured, iterative process that combines agile development principles with
Al-specific workflows. Requirements were gathered through comprehensive literature reviews, stakeholder interviews
with HR professionals, and analysis of key recruitment challenges, which helped define core features including resume
parsing, question generation, and proctoring capabilities. Data preparation involved curating a dataset of 50 diverse
resumes to validate the NLP pipeline and creating simulated video scenarios for testing the computer vision components.
The NLP pipeline utilizes spaCy for named entity recognition and transformer-based embeddings for semantic skill
mapping. For question generation, LLM prompts were designed and iteratively refined based on feedback from HR
professionals to ensure relevance and maintain an appropriate balance between technical and behavioral queries. The
proctoring module was implemented using MediaPipe for holistic landmark detection (capturing face, pose, and hand
movements) and OpenCV for frame processing. Detection thresholds were empirically tuned to minimize false positives
across varying lighting conditions and camera setups. System integration was achieved through Flask APIs, with WebRTC
enabling real-time video streaming capabilities. Evaluation encompassed multiple dimensions: accuracy metrics for resume
parsing , relevance scoring for generated questions, proctoring detection rates, and latency tests. Throughout the
development process, ethical considerations were prioritized, including bias mitigation through diverse training data and
ensuring informed consent for behavioral monitoring.

V. SYSTEM ARCHITECTURE

Recruit Al employs a layered, intelligence-driven architecture designed to enable efficient real-time data processing and
informed decision-making. The system begins with an input acquisition layer that accepts candidate resumes in multiple
formats including PDF, DOCX, and TXT while simultaneously capturing live webcam feeds for behavioral analysis. This
layer provides seamless data ingestion throughout the entire recruitment process, from initial application submission
through final evaluation. The processing layer integrates several Al-powered components working in concert. An NLP
engine, developed using spaCy and transformer models, analyzes resumes to extract structured information such as skills,
work experience, educational background, and professional certifications [3].
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Meanwhile, an LLM-based question generation module creates personalized interview questions that adapt to each
candidate's unique profile, using carefully designed prompt templates to maintain an appropriate balance between
technical competencies and behavioral attributes. Additionally, a monitoring engine leverages OpenCV and MediaPipe
technologies to track facial landmarks, eye gaze patterns, body posture, and hand gestures in real-time [9], [10]. These
components work within a multimodal framework that processes both text and video data efficiently, keeping latency
minimal while maintaining high accuracy.

Acting as the system's orchestrator, the control layer manages behavioral analysis and guides the interview flow through
its logic and rules engine. This component processes signals from the proctoring module detecting events like tab
switching, candidate absence from frame, or unusual background activity and triggers appropriate alerts when predefined
thresholds are crossed, including potential session termination to preserve assessment integrity [4],[6]. This closed-loop
feedback mechanism, informed by earlier research in multimodal evaluation [8], enables proactive enforcement of fairness
standards while avoiding unnecessary disruption to genuine candidate interactions. The output layer completes the
architecture by aggregating performance scores, logging behavioral incidents, and storing all data within a secure MySQL
database that supports both scalability and comprehensive auditing. The system’s frontend consists of a web-based
dashboard built with HTML5, CSS3, and JavaScript, offering intuitive interfaces for resume submission, live interview
monitoring, and administrative oversight. The Python Flask backend manages APl communications and handles WebRTC
protocols for real-time video streaming. This architectural approach not only addresses important ethical considerations
such as bias mitigation [7] but also ensures cross-platform accessibility and user-friendly operation throughout the
recruitment workflow.
VI.IMPLEMENTATION
The Recruit Al system is implemented as a modular, service oriented platform integrating multiple Al components for
automated recruitment. The backend is developed using Python Flask, which handles communication between the user
interface and Al modules. Candidate resumes are uploaded in various formats (PDF,DOCX, TXT) and processed through
an NLP pipeline using spaCy and extract key information such as skills, experience, education and certifications. A Large
Language Model (LLM), such as GPT-based models, is used to dynamically generate personalized interview questions
based on the candidate's extracted profile. The question-generation module uses prompt templates to ensure questions
are relevant, clear, and balanced between technical and behavioral areas. The proctoring module utilizes OpenCV and
MediaPipe libraries to monitor candidates during virtual interviews. It tracks facial landmarks, eye gaze, head pose,
blinking, and hand gestures to detect suspicious behavior like tab switching, face disappearance, or background noise.
WebRTC is employed for real-time video and audio streaming between the client and server. Behavioral events are
logged and scored to maintain interview integrity. The frontend user interface is a web-based dashboard built with
HTML5, CSS3, and JavaScript frameworks, providing candidate resume upload, live interview views, and admin panels for
monitoring session status and scores. The system stores candidate at a, interview responses, behavioral logs, and scores
in a MySQL database for security and scalability.
VIlI. TESTING AND RESULTS
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To ensure that the Recruit Al system works correctly, accurately, and remains stable during real usage, extensive testing
was carried out on all major components. Both practical experiments and expert feedback were used to evaluate the
system’s performance. The resume parsing module was tested using a dataset of 50 real resumes from different domains
and formats. The system was able to successfully extract important details such as candidate name, contact information,
skills, and work experience with over 90% accuracy. Skill extraction performed well even when resumes used different
terms for the same skill, as the system relied on a curated skill list and semantic similarity techniques rather than simple
keyword matching. The question generation module was evaluated with the help of HR professionals and technical
interviewers. They reviewed the generated questions based on relevance, clarity, and suitability to the candidate’s
experience level.
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The module received an average relevance rating of 4.3 out of 5, indicating that the questions were meaningful and closely
aligned with job roles. Based on the feedback received, small improvements were made to the prompt design to reduce
generic questions and improve role-specific depth. The proctoring system was tested in controlled interview
environments where users intentionally performed actions such as looking away from the screen, moving out of the
camera frame, switching browser tabs, introducing background noise, and allowing another person to appear on screen.
The system detected face absence and multiple face presence with over 90% accuracy within three seconds and correctly
recorded tab-switching events. A few false alerts occurred under poor lighting conditions, but these were reduced by
adjusting detection thresholds.

Complete system integration testing confirmed that all modules worked smoothly together. Data flowed correctly
between resume analysis, interview generation, proctoring, and scoring components. Real-time video processing and Al
analysis showed an average delay of 1-2 seconds, which is acceptable for live interview scenarios. In addition, stress
testing using JMeter demonstrated that the backend could handle multiple interview sessions at the same time without
any noticeable performance issues. Overall, the testing results show that Recruit Al is a reliable and stable system that
performs well under real-world conditions. The system is easy to use, provides accurate results, and follows secure and
well-structured development practices, making it suitable for practical deployment as well as academic evaluation.

Recruit Al i

VIIl. CONCLUSION AND FUTURE ENHANCEMENTS

The Recruit Al system successfully demonstrates how artificial intelligence can be leveraged to automate and improve the
recruitment process by integrating resume analysis, personalized interview question generation, and real- time behavioral
proctoring. The platform reduces human bias, boosts hiring effectiveness, and upholds interview integrity through ongoing
computer vision monitoring. The system's ability to accurately parse resumes, generate pertinent questions, and identify
suspicious behaviors during remote interviews is validated by experimental results, making recruitment more intelligent,
equitable, and scalable. The system can be expanded in the future by switching to cloud-native architectures for better
remote access and scalability. Deeper understanding of candidate responses would be possible through the integration of
sophisticated sentiment analysis and emotion detection. Accessibility could be improved by adding voice recognition,
transcription, and multilingual capabilities. Additionally, creating mobile applications and integrating block chain for secure
audit logging would increase usability across devices and organizational sizes. These enhancements would further
streamline hiring processes and give businesses the confidence to make data-driven hiring decisions.
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