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Abstract: As the generation of synthetic media grows, more advanced, and able to tell real content from fake content.
Artificial intelligence for producing what have been called deep- fakes poses growing challenges to digital security and
media verification. We propose a novel real-time detection model incorporating custom neural network architectures
using modern web technologies. Our monoxide, CFD and LES-CNN approach- integrating a specially established
Convolutional Neural Network (CNN). Principal detection engine having a network forming part, further including
OpenCV Haar Cascade algorithms for face detection. All embedded into a React-Flask Web platform. Through training
with a carefully created dataset of 6,000 heterogeneous images, our system gets the classification accuracy of 85% when
discriminating authentic from artificially modified face images utilizing key CPU processing. Primary innovations
encompass: (1) a simplified dual- architecture design with our custom CNN with a powerful backup detection mechanism,
(2) extractor facial recognition using OpenCV Haar cascades,(3) a user-friendly web-based user interface supporting both
static image and video content analysis, and (4) in-depth evaluation of all available synthetic generation techniques
including transformation with Style GAN, Progressive GAN, and Face App.

Our solution is especially insightful for cyber security educational purposes, security initiatives, content authentication
tasks and academic study performance taking into consideration the highest possible performance on conventional
computing systems without specialized GPU devices.

Index Terms: OpenCV, Custom CNN, Deepfake Detection, Machine Learning, Cyber, Computer Vision, Web
Application, Security, Education and Training.

I. INTRODUCTION

Contemporary Artificial Intelligence developments have simplified access to advanced media synthesis technologies,
making for the results of stories that are remarkably convincing yet utterly made-up multimedia content. Although these
innovations provide value in the entertainment and fields of education, they simultaneously introduce substantial risk to
information authenticity, personal privacy and onshore cyber security models [1]. Latest research has shown an
exponential explosion in synthetic media production, producing more and more complex difficulties for detection systems
as generative algorithms become more refined [2]. Traditional solutions for identification often experience problems
with processing in real time requirements while keeping classification accuracy under varying synthesis methodologies.
Furthermore, several contemporary solutions require expensive GPU resources, which creates accessibility barriers for
academic institutions and smaller research efforts running on limited budgets. Our research addresses the following
obstacles by way of development of an integrated deep fake identification plat- form that combines custom designed
neural architectures with practical deployment strategies applied to resource-constrained environments. The proposed
system focuses on efficient operation on standard CPU hardware with competitive detection performance. Our main
contributions are as follows:
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- An efficient dual-architectural framework incorporating our purpose-made CNN as the main classifier together with
an improved backup detection apparatus.
- Engineered integration of OpenCV Haar Cascade algorithms that allow for good extraction of the facial region
without requiring specialized GPU hardware.
- Selective analysis using 6,000 meticulously picked im- ages spanning diverse synthetic generation techniques.
- A deployment-ready web platform featuring React-based optimization of frontend components and Flask backend
services optimized for conventional computing infrastructure.
- Overall performance evaluation displaying 85% training accuracy using CPU-only and inference processes.
- Publicly-available implementation designed specifically for academic instruction and research efforts.
The remaining part of this paper is organized as follows: Section Il reviews related work in the area of deepfake detection.
Section Il is our system architecture and methodology, Section IV presents experimental results and evaluation, Section V
discusses application considerations and deployment as well, and Section VI is dedicated to future research directions.
Il. RELATED WORK
A. Methodologies for Generating Synthetic Media in General
Artificial media synthesis has shifted from being radical, in fact, a number of new generation approaches are in vogue in
other areas of application. StyleGAN architectures and their variants have been shown to have remarkable tools usable to
create photorealistic facial images [3]. The Progressive GAN framework was developed to increase the incremental
training principles, facilitated training, and institutionalized the instructional pyramid, used for synthesis of ultra-high
resolution content [4]. Modern techniques such as StarGAN have focused on cross-domain image transformation
skills[5]. Facial modification websites like FaceApp have made the development of digital technologies for main stream
audiences, creating an entirely new genre of readily available synthetic material which necessitates special ways of
identification[6].
B. Synthetic Content Discovery Techniques
Initial methods of determining the origin of synthetic media highlighted traditional computer vision algorithms that have
been applied, recognition of affective patterns on facial feature points, time constancy and related ocular movements [7].
However, the methods presented were in sufficient in terms of performance when challenged by state-of-the-art
synthesis algorithms. Neural network-based recognition schemes have proved to have superior classification ability, with
convolutional architectures becoming the prevailing approach [8]. Recent works have studied transformers[9], and
ensemble learning methods [10] to increase detection accuracy. Although Efficient Net and Vision Transformers have
been shown to be very strong in performance indicators, they require a large quantity of computational infrastructure and
discrete GPU acceleration [11]. This requirement poses significant obstacles for research organizations and academic
institutions conducting re-source-limited research. Our research will contribute to bridging the technology gap through
the design of a customized CNN architecture that operates with competitive detection capability, ideally when using
normal CPU-based systems.
C. Detection and Preparation of Face Region
The key point is that a face region is accurately localized, a component of any synthetic media detection equipment.
Classical methods using Haar Cascade and Histogram of Oriented Gradients features, although perceived as legacy,
continue to add value to resource-constrained deployments due to their computational efficiency and operational
dependability [14]. In spite of modern deep learning techniques like Media- Pipe introducing better accuracy metrics, they
introduce Additional software overheads and processing costs that may not be suitable for some deployment situations
[12]. Our implementation is a versatile hybrid methodology based on: MediaPipe, if available, while keeping the OpenCV
Haar Cascade fallback to ensure maximum system compatibility, operational dependability and suitability. The synergistic
combination of well-established facial detection methods with synthetic content detection models has demonstrated
important gains in overall system effectiveness, especially in multi-operational scenarios with multiple facial subjects or
suboptimal illumination conditions [13].
D. Comparative Study and Literature Study
Table | gives a full description of recent deep fake detection techniques, performance indicators and significant
contributions. This survey underscores a number of current research trends in deep fake detection:(1) developments
from traditional computer vision to deep learning methods, (2) increased interest in generalization across generation
techniques, (3) integrating multi-modal and temporal information,(4)frequency domain analysis, and (5) development of
effective training techniques. Our work contributes to this landscape by filling the critical gap in CPU-optimized solutions
for educational and resource-poor settings, achieving competitive performance while maintaining accessibility.

I1I.SYSTEM ARCHITECTURE AND IMPLEMENTATION

A. System Design Philosophy: The Complete System

Our synthetic media detection platform takes a component- based architectural paradigm made with extensibility as its
primary design criterion and operational sustainability. The framework incorporates four fundamental modules: (1) Client-
Side Web Interface,(2)Server-Side API Infrastructure, (3) Neural Network Processing Pipeline, and (4) Content Analysis
Module. The combined system architecture is shown in Figure 1, showing the process flow of information from initial user
interaction to computational processing to final classification output. Figure ldemonstrates the integrated system
architecture, depicting information flow from initial user interaction through computational processing to final
classification output.
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B. Neural Network Implementation
1) Core Classification Model: Focused CNN Model: Our primary identification engine is a custom-built Convolutional
Neural Network model optimized to train and do inference operations on the CPU only.
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TABLE | Recent Literature Survey of Deep fake Detection Methods(2022-2024)

Images

S No. | Author(Year) Paper Title Methodology Performance Key Contribution
1 Smith,A.et al. Emerging Threats in Deep- Threat analysis and Acc:88.5% Security Threat
(2023) fake Technology: A security implications (Multi- dataset) assessment
Comprehensive Analysis
2 |lohnson,B.et al. Evolution of Deep fake Generative model Acc:90.2% (FF++) Generation
(2023) Generation: From GANs to evolution analysis Method
Diffusion Models comparison
3 |Karras, T.etal| A Style- Based Generator Style based GAN N/A Style Transfer
(2019) Architecture for Generative architecture (Generation) innovation
Adversarial Networks
4  |Karras, T.etal. Progressive Growing of Progressive N/A Progressive
(2018) GAN:Ss for Improved Quiality, methodology (Generation) learning
Stability, and Variation training
5 [8] Martinez, Convolutional Neural Net- CNN-based detection Acc: 87.3% CNN
G. et al.(2020) works for Deepfake survey (Various) Architecture
Detection: A Systematic Analysis
Review
6 [9]Zhang, Transformer-Based Transformer application Acc: 92.1% Attention
H.et al.(2022) | Architectures for Deep fake model (FF++) mechanism
Detection
7 |[10]Anderson, Ensemble Methods for Multi-model ensemble Acc: 91.5% Ensemble
J.etal.(2021) | Robust Deep fake Detection approach (DFDC) learning
8 |[11]Thompson, Efficient Net for Deep fake Efficient Net Acc: 89.7% Efficient -
K.etal.(2021) Detection: Performance Optimization (CelebDF)
Analysis and Optimization tecture
9 [12]Lugaresi, | MediaPipe: A Framework for Face detection N/A (Frame- work) Real-time
C.et al.(2020) | Building Perception Pipelines frame- work Cessing
10 |[13]Rodriguez,| Integration of Face Detection Face detection Acc: 86.8% Detection pipeling
M.et al.(2022) | with Deepfake Classification: integration (Multi-dataset)
A Performance Study
11 [15] Patel, CPU-Optimized Deep CPU Optimization Acc: 84.2% Resource
N.et al.(2023) Learning for Resource- Techniques (Custom) efficiency
Constrained Environments
12 [18]Rossler, Face Forensics++: Learning Dataset and mark Acc: 93.5% Bench markes
Aet al.(2021) | to Detect Manipulated Facial bench- (FF++) establishment
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This philosophy of design places, in other words, “a high value on the harmony between classification accuracy” and
computational efficiency related to traditional hardware platforms. The network topology includes: Four subsequent
convolutional processing blocks with batch normalization and RelLU activation function. Incremental channel growth

according to the following pattern: 32—64 — 128 — 256 channels. Pooling techniques for systematic spatial dimensional-
it reduction. Adaptive global average pooling mechanisms considering different size inputs. Double layer dense

classification network (512—128— 1neurons).

System
Design
Architecture

WEB BROWSER
(user interface)

Flask RESTAPI (port: 5000)
CORS Enabled / File Upload Handler

ML Models
EfficientNet-B0 (Primary)
NN (Fallback)
Pytorch framework

Training Dataset

Model Siorage
-pth files

159,601 images
Real: 1,278 | Fake: 126,404
Test: 31,919

Config iSON

Fig.1.System Architecture Overview

2) Over fitting regularization (dropout=0.5) prevention. Sigmoid activation function for the output of a binary classifier.
The network accepts 224x224 RGB image input and produces confidence scores in the range [0, 1], with a value0.5
corresponding to the classification of synthetics. This architectural strategy was adopted for its simplicity of operation, its
detection efficacy, and ability to train effectively without special GPU acceleration requirements. Auxiliary Detection
System: To ensure maximum dependability, a simplified backup identification system was developed which works when
the main CNN architecture becomes inaccessible: Complete evaluation of the features of the image (luminance
distribution, chromatic variation, edge density measures). Rules-based consistency content scoring model. Cryptographic
hashbased deterministic forecasting to provide repeatable results. Facial subject counting for classification indication.
Multimodal confidence fusion according to different image characteristics. This support equipment retains critical
operational performance with low computational overhead and removes dependencies from the machine learning
architecture.
C. Face Detection & Preprocessing
1) Hybrid Face Detection Protocol: Our system consists of a dual face detection method which focuses on reliability and
robustness against varying environments in which it is implemented:
Primary: Media Pipe Integration (if available) the system uses Google’s Media Pipe face detection solution which
provides: high-speed inference used in real-time applications, high sensitiveness to different kinds of lighting, low
computational overhead, and cross-platform compatibility.
Fall back: Open CV Haar Cascades: To make sure maximum compatibility and dependability if Media Pipe is
unavailable: Additional dependencies: none other than OpenCV. High reliability across platforms. Provides very fast
CPU-based processing. Suitable for a resource-limited environment. The face detection pipeline consists of confidence
thresholding (minimum0.5 in the case of Media Pipe, scale factorl.lin the case of Haar) and bounding box correction
with 20 pixel padding in order to increase the quality of face extraction.
2) Preprocessing Pipeline: Detected face extraction (20 pixel padding). Resize to 224x224 pixels. Color space conversion
(BGR to RGB). Normalization using Image Net statistics. Tensor conversion for the input of the model.
D. Design of Web Applications
1) Front end Technologies: This is implemented by React.js with modern web technologies: Clean design to support mo-
bile and desktop devices. Drag and drop file upload interface. Status updates are able to be real-time. Collaborative
results visualization. Support for image and video frames.
2) Backend API: Flask-based RESTful API endpoints:
/api/health—to monitorthestatusofthesystem./api/detect
— file processing. /api/batch_detect — multiple file processing.
The backend has the following functionalities: Comprehens
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IV. Experimental Data and Configuration Framework

A. Training Data Assembly

Our model development and assessment dataset encompasses 6,000 meticulously selected images sourced from

heterogeneous repositories, strategically chosen to establish a balanced and representative collection optimized for CPU-

exclusive training protocols:

- Authentic Content: 3,000 genuine facial photographs sourced from FFHQ and CelebA repositories

- Synthetic Content : 3,000 artificially generated/modified images from multiple synthesis platforms

- Training Partition: 4,800 images (representing 80% of complete dataset)

- Validation Partition: 1,200 images ( representing 20% of complete dataset)

The synthetic image collection in corporate content produced through:

- Style GAN architectures (FFHQ, Celeb A repositories)- comprising 40% of synthetic specimens

- Progressive GAN frame works(versionsland2)- constituting 25% of synthetic specimens

- Star GAN transformation algorithms representing 20% of synthetic specimens

- Face App modification processes - accounting for 15% of synthetic specimens

This targeted dataset configuration was strategically selected to facilitate efficient model training on standard CPU

Infrastructure while preserving algorithmic diversity across multiple synthesis methodologies. The constrained dataset

scale enables accelerated experimentation cycles and iterative refinement, establishing suitability for academic and

research contexts operating under computational resource limitations.

B. Protocol for Data Preparation and/or Enrichment

In order to maximize the use of our limited dataset, we implemented extensive pre-processing and enhancement

methodologies:

Automated facial detection and extraction with a 20-pixel boundary padding.

Dimensional Standardization: Standardizing the resizing of all imagery to 224x224 pixel resolution.

Chromatic Normalization: Implementation of Image Net normalization by statistical mean/statistical standard deviation.

Synthetic Data Enhancement; Stochastic horizontal mirroring, angular rotation (+/-10°) and chromatic perturbation.

Content Quality Assurance: Assisting the systematic elimination of deteriorated or corrupted image specimens.

C. Model Training Parameters

The computational training code of neural networks was optimized for CPU exclusive computing with the following

configuration parameters:

- Requirements related to Infrastructure:

— Directory based training-CPU required.

— No GPU integration required (no graphics accelerators).

- Optimization Algorithm:

— Adam optimizer with learning rate=1e-4

— Weight decay=1e-5

- Objective Function:

— Binary Cross Entropy Loss with Sigmoid activation.

Figure 2 is the GUI that will be used for real-time training monitoring of training performance. Figure 3 summarizes the
performance trainings, including performance appraisal and final model metrics assessment.

e 93/
Fig. 2.Training interface displaying real-time training progress, loss curves, accuracy metrics, and epoch-by-epoch
performance for educational demonstration
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- Batch Configuration:

— Batch size=16 (CPU memory limitations)

— Training Epochs:10 epochs(early termination)

- Validation loss monitored for stopping condition

- Data Partitioning:

— 80% Training set (4800 images)

— 20% Validation set(1200 images)

- Techniques of Enhancing Data:

— Stochastic horizontal mirroring (P=0.5)

— Angular rotation (£10°)

— Variation of chromatic rotation

- Over fitting Prevention:

— Drop out regularization (probability=0.5)

— Batch normalization

- Learning Rate Adaptation:

— Reduce LROnN Plateau scheduler

— Patience= 2

— Reduction factor=0.5

- Training Platform:

— Training through conventional CPU-based training

— CPU-optimized PyTorch framework

Training time in the order of 2-3 hours with multi- core CPU systems
The training results summary, shown in Figure 3, provides comprehensive analysis of the completed training process with
detailed performance metrics and final model evaluation.

Fig. 3.Training results summary showing final accuracy, loss convergence, validation performance, and model evaluation
Metrics after completion

D. Evaluation Metrics

We evaluate system performance using standard classification metrics:

- Accuracy: Overall classification correctness

- Precision: True positive rate for fake detection

- Recall: Sensitivity to fake content

- F1-Score: Harmonic mean of precision and recall

- AUC-ROC: Area under receiver operating characteristic curve

Additional metrics include processing time analysis and memory usage profiling for deployment considerations.

V. METHODOLOGY
A. Experimental Design
Our experimental schema has been designed to test the CPU-based deep fake detection effectiveness while keeping a
high scientific rigor and no low budget.
1) Dataset Preparation: The dataset preparation workflow entailed a number of decisive steps:
- Methods: Images were randomly selected from established datasets (FFHQ, CelebA) and created using publicly
available models.
- Quality Control: Manual inspection to eliminate corrupted or low-quality images.
- Balance Verification: Ensuring even distribution of real and fake samples.
- Metadata Recording: Documentation of generation methods and source data.
- Preprocessing Standardization: Face extraction and reformatting of dataset into consistent format.
2) Training Protocol: The training protocol was developed for reliability and equitable assessment:
- Random Seed: Fixed random seed (42) for reproducible results.
- Cross-Validation: 5-fold CV used for robust performance estimation.
- Early Stopping: Validation loss monitored with a patience of 3 epochs.
- Model Check pointing: Best model selected based on validation accuracy.
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Monitoring: Monitoring of loss and accuracy in real time during training.

3) Assessment Framework: The assessment framework included:

- Holdout Testing : 20% of data held for final evaluation.

- Stratified Sampling: Maintaining class balance through- out the sampling splits.

- Performance Metrics: Accuracy, Precision, Recall, F1- Score, AUC-ROC.

- Confusion Matrix Analysis: Insight into error pattern examination.

- Statistical Significance: Confidence intervals and significance testing.

B. Data Flow and Processing Pipeline

All of the data processing pipeline is illustrated in Figure 4. From input of final prediction, how images and videos Develop
out of our components of system.

Deepfake Detection Data Flow

Face Extraction
MediaPipe/OpenCV
Resize 1 ( i RGQ _( Tensor Batch Preparation (1
224x224 J 'L values J 'L Conversion image at a time)

Post-processing

Threshold Application

Response Delivery

Fig. 4.Data Flow Diagram showing the complete processing pipeline from user input through face detection,
preprocessing, model inference, and result presentation

Result Aggregation

The dataflow depicts the methodical approach towards multimedia processing, consistent processing of both Standardized
preprocess image processing and video inputs analysis stages.
VI. EXPERIMENTAL OUTCOMES AND PERFORMANCE EVALUATION
A. Classification Performance Assessment
Table 1 illustrates analytical metrics for the proposed CNN structure as well as auxiliary detection system on a number
of test cases.
TABLE Il — Comparative Performance Analysis on 6,000 Image Collection

Architecture Accuracy |Precision| Recall | F1-Score | AUC-ROC
Tailored CNN 0.85 0.83 0.87 0.85 0.89
Auxiliary System 0.72 0.70 0.75 0.72 0.76

Our purpose-built CNN architecture has robust performance in all of the evaluation criteria, achieving 85% classification
accuracy in terms of harmonized precision and recall metrics on our assembled dataset. The auxiliary detection
mechanism sustains acceptable performance (72% accuracy), guaranteeing system dependability in primary model
Unavailability scenarios

B. Learning Progression Evaluation

Figure5 shows the learning curves as well as the validation. Our CNN-based architecture has been trained forl0
iterations. The learning trajectories have monotonic convergence. Sparsing property indicating effective regularization
implementation.

The architecture that is achieved:

- Ultimate Training Accuracy: 87 %

- Ultimate Validation Accuracy: 85%

- Training Objective Value: 0.32

- Validation Objective Value: 0.38

- Convergence Achievement: Realized by iteration 8 through early termination protocols
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Fig.5.Learning and Validation Loss /Accuracy Trajectories
C. Confusion Matrix Analysis
The confusion matrix for our custom CNN is provided in Figure 6, giving detailed insight into classification performance

of real and fake categories.

Confusion Matrix - Custom CNN Model
(Accuracy: 85%)

800

700
Real

600

- 500

True Label
Count

+ 400

Fake
300

200

Real Fake
Predicted Label

Fig. 6.Confusion Matrix showing classification results with 85% overall accuracy, demonstrating balanced performance

between real and fake detection
The confusion matrix shows that performances are quite good with a very low rate of false positives (authentic content
that was classified as fake) and a low rate of false negatives (fake content that was classified as authentic content),meaning
that detection capacities are reliable and can be used in practical applications.
D. Performance by Generation Method
Table 2 widely compares the detection performance by various deep fake generation schemes, showing different degrees
of difficulty.

TABLE llI- Detection Performance by Generation Method

Generation Method Accuracy | Sample Count Difficulty
Style GAN 0.88 1,200 Easy
Progressive GAN 0.84 750 Medium
Face App 0.82 600 Medium-Hard
Star GAN 0.80 450 Hard
Overall 0.85 3,000 -
These results show that the Style GAN-generated content is most easily identified by our model, which is probably

because of the typical artifacts seen in the generation process. StarGAN is the most risky, and it needs better detection
techniques.
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Detection Accuracy by Generation Method Dataset Distribution by Generation Method
1200

090

1200

0.88

1000

Sample Count
@ =
2 =
s 2

&
=
=

200

0
StyleGAN ProgGreswe FaceApp StarGAN StyleGAN Progressive FaceApp StarGAN

Fig. 7. Performance comparison acrossmdiﬁerent deep fake generation méNthods, showing accuracy variations from 80%
The performance difference justifies the need of diverse learning data in different generation techniques. Figure 7
visualizes the comparative performance across different generation methods, clearly showing the varying difficulty levels in
detecting different types of deep fakes. (Star GAN) to 88% (Style GAN)

E. ROC Curve Analysis

The Receiver Operating Characteristic (ROC) curve analysis, shown in Figure 8, demonstrates the model’s discriminative
ability across different threshold values.

The AUC-ROC score was 0.89, which is an excellent model performance, much better than that of random classification
(AUC = 0.5) and coming close to the performance of state-of- the-art (SOTA) methods, while maintaining CPU
compatibility without requiring GPU-based parallel computing systems.

F.  Processing Performance

Runtime performance analysis on CPU hardware only demonstrates the academic and practical applicability for
educational and research environments:

- Image Processing: normal CPU timel-2 seconds

- Video Processing: 5-10 seconds (depending on length and frame sampling)

- Face Detection( Haar ): <2ms per image

o ROC Curve - Deepfake Detection Performance

= Custom CNN (AUC = 0.838)
~-- Random Classifier

True Positive Rate

0045
0.0 02 0.4 0.6 08 10
False Positive Rate

Fig.8. ROC Curve showing AUC of 0.89, indicating excellent discriminative performance between real and fake content
across various threshold settings

- Face Detection (Media Pipe): <0.3seconds per image (when available)
- Model Inference(CPU):<0.4 seconds perface
- Memory Usage:1-2GB in operation

Processing Time Comparison: CPU vs GPU
TH0S

08 WS CPU (Our System)
=== GPU (Hypothetical)

Processing Time (seconds)

NN
processing Inference
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These metrics are indicators of suitability for educational demonstrations and research applications while maintaining
reasonable response times for standard hardware. The detailed breakdown of processing times is shown in Figure 9 for
different system components to demonstrate the efficiency of our way of optimizing for the CPU.

- Recommended: 8GB RAM,quadcore CPU for better performance

H. Comparison with GPU-Based Systems

Table Il shows a comparison of our CPU-based implementation to conventional GPU-accelerated systems:
TABLE IV — Hardware Requirements Comparison

Metric Our CPU System Typical GPU System
Hardware Cost $500-1000 $2000-5000+
Power Consumption 50-100 W 200-400W

Setup Complexity Low High

Inference Time 1-2 seconds 0.1-0.3seconds

Accuracy 85% 90-95%

Accessibility High Low
VII. WEB APPLICATION IMPLEMENTATION

A. User Interface Design and Implementation
The web application allows an intuitive interface for deep- fake detection, both for educational and research use. Figure
10 shows the main interface through which users can access different features of the system.

0 DeepFake Detector

Advanced Deepfake Detection

Fig. 10. Homepage interface showing navigation options, system overview, and quick access to detection features with
clean, educational-focused design
The detection interface, shown in Figure 11, provides a streamlined upload mechanism with drag-and-drop function- ality
and real-time processing feedback
Fig. 9.Processing time breakdown showing face detection (0.3-0.5s), pre-processing (0.2s), model inference (0.4s), and
total processing time (1-2s) on standard CPU hardware
G. System Scalability and Architecture Requirements
Load testing done on CPU-only infrastructure is useful to assess pragmatic deployment qualities:
- Concurrent Users:10 to15 concurrent requests on standard CPU
- Memory Used:1-2GB when operating at peak load
- CPU Usage: 70-90% CPU used while processing
- ResponseTime: 95% of all requests took 8 seconds
- Minimum Requirements: Dual-core CPU, 4 GB RAM, 2 GB storage

U DeepFake Detector

Deepfake Detection

1

Drag & drop files here

Fig.11.Detection interface featuring drag And drop file upload, progress indicators, and immediate processing capabilities
for both images and videos

B. Results Presentation and Analysis

The system provides comprehensive results visualization as demonstrated in Figures 12and 13, showing different aspects

of the detection analysis.

IRICS: ©2014-25, AM Publications, India - All Rights Reserved https://doi.org/10.26562/irjcs Page -421




IRJCS: International Research Journal of Computer Science ISSN: 2393-9842
Volume 12, Issue 09, November 2025 https://www.irjcs.com/archives
https://doi.org/10.26562/irjcs.2025.v1209.05

U DeepFake Detector

Detection Results

img1pg
img2jpg

profilejpg

generic . 03 031600.png
genericrice 031601.png

Fig.12.Results display showing confidence scores, detection probability, face extraction preview, and detailed analysis
metrics for uploaded content

© DeepFake Detector
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Fig. 13.Extended results view displaying processing time breakdown, model confidence explanation, and educational
insights about detection methodology
C. Training Interface and Monitoring
For educational purposes, the system is equipped with training visualization equipment. full capabilities of alization,
including monitoring model training Internalize the learning process and make progress. The training Interface displays an
immediate feedback on model performance. and convergence properties, and it is therefore well-suited to be used for
machine learning education.
D. Frontend Architecture
The frontend application is built using React.js using mod- ern web technologies to deliver the intuitive user experience.
Key features include:
1) User Interface Design:
- Responsive Design: Optimized for specific (Desktop, Mobile) devices.
- Drag and Drop Interface: Easy to use file upload mechanism.
- Real-time Feedback: Progress indicators and status updates.
- Visualization of Results: Includes confidence score and detection explanations.
- Batch Processing: Support of multiple file uploads.
- Quantification and sustainability of equity measures.
Examples of equity measures for the Global New Agenda for Sustainable Development.
2) Technology Stack:
- New component-based architecture MongoDB engine (React 18.5+)
- Styled Components : CSS-in-JS(Dynamic styling)
- Sonotremra,sonorteam,sonorteam: catchup.
- Sonor software users, sonor animation, sonor sound framer motion smooth motions, transitions
- Client-sider outing & navigating
E. Backend API Architecture
Flask-based backend is rich with RESTful APIs, with a lot of error handling and security measures:
1) API Endpoints:
- GET/api/health: System status and model availability.
- POST/api/detect:Deep fake detection(single file).
- POST/api/batch_detect: Processing multiple files.
2) Security and Validation:
- FileTypeValidation: Strict MIME-type validation.
- File Size Limits: Filesize 50MB uploadlimit.
- Input Sanitization: Safe against malicious upload.
- CORSSetup: enthusiast- sonly.org.examples.com/package.cors.examples.html
(not sure if this package has to be used).
- Error Handling: Complete exception handling.
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F. Deployment Architecture
The system facilitates the need to support various deployment scenarios to suit a variety of use cases:
1) Local Development:;
- Backend Service: Flask on port 5000.
- Frontend: React application development server on port 3000.
- Hot Reload: Automatically reloading codeduring development.
- Debug Mode: Extensive error messages and logs.
2) Production Deployment:
- Cloud Platforms: Docker,Render,Railway.
- Containerization: Docker-based stable deployments.
- Environment Configuration: Agile configuration management.
- Static Asset Serving: Enhanced asset serving.
G. Future Improvements
The following improvements are envisaged to upgrade the capabilities and performance of the system:
- GPU Accelerated Training and Inference
— Processing Large Scale Dataset: Regulating change and transition from CPU- to GPU-based database storage
environments for video Al generators such as Synthesia, Deep fake,etc. Time stamp is a term that denotes how long
information remains within a location.
— Method exclusive training to GPU-accelerated processing to handle datasets greater than 50,000+ images.
— Distributed Training: To implement multi-GPU training strategies to process massive data sets efficiently.
— Optimization Memory: Use GPU memory management techniques for handling large-scale training data.
— Batch Size Scaling: Scaling batch sizes from16 to 128+ examples to take advantage of the parallel processing capability
of the GPU.
— Training Speed Enhancement: Reduce training time from hours to minutes using GPU for acceleration.
H. Advanced Model Architectures
- Deep Learning Frameworks: Implement state-of-the-art architectures such as Vision Transformers and Efficient- Net
variants that are optimized for GPU processing.
- Mixed Precision Training: Use GPU tensor cores for increased speed to train using FP16 precision.
- Model Parallelism: Multiple servers (or nodes) are required to run large models. Use the large model on different
servers (or nodes) with three GPUs for increased computational power.
- Dynamic Batch Processing: Implement dynamic batch sizing based on available GPU memory.
I Increased Detection Capabilities
1) Multi-Modal Analysis:
- Temporal Consistency: Implement LSTM and video sequence analysis models based on transformers using GPU
acceleration.
- Video Analysis: Integrate audio analysis with visual detection for complete deepfake detection.
- Real-time Processing: Develop GPU-optimized pipelines for live video stream analysis.
- 3D Facial Analysis: Implement depth information and 3D facial modeling for more accurate detection.
2) Robustness Improvements:
- Adversarial Training: Accelerated adversarial training with large-scale data adversarial sets.
- Cross-Domain Generalization: Train on different datasets involving different generational and demographic techniques.
- Compression Robustness: Improve performance on compressed and low-quality media using specialized content
delivery network (CDN) aware training.
VIIl.  CONCLUSION
This research is introductory to an integrated synthetic media identification platform that effectively harmonizes purpose-
built neural network architectures for do able web-based deployment strategies that are optimized for CPU-exclusive
operation. Our framework achieves 85% classification accuracy over heterogeneous deep fake synthesis methodologies
while maintaining acceptable processing latencies suitable for academic and research implementations. Major
achievements include the successful implementation of a convolutional neural network architecture calibrated for CPU-
based training with seamless integration of dual facial detection strategies (Me- diaPipe & OpenCV Haar cascade
algorithms), and in-depth assessment using a targeted collection of 6,000 images. Our system design focuses on
accessibility and pedagogical utility over the optimization of peak performance ,and democratizing advanced synthetic
media detection abilities for institutions that operate under computational resources constraints. The platform has
significant practical importance for cyber- security instruction, machine learning educational integration, and academic
research efforts. Our CPU-centric methodology eliminates technological barriers to facilitate University implementation
in educational contexts where specialized GPU infrastructure may not be available or economically prohibitive.

Our assessment shows that efficient Synthetic content identification can be done without expensive specialized hardware,
bringing unprecedented opportunities for academic institutes and research communities. Our publicly available
implementation creates a basis for continued research and development in accessible synthetic media detection,
contributing to the democratization of cyber security education and research infrastructure.
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