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Abstract—This paper provides actual results of our research in the field of categorizing software applications. This
research is compared and discussed based on a number of different criteria: the categorization attributes that are
supported, the specific techniques and algorithms that are used for supporting these attribute based categorization;
the types of software artifacts that are being categorized; the important issues that need to be taken into account
when building categorization engine and the use of software categorization engine. A running example is used
throughout the paper to explain and illustrate the main concepts. The Microsoft's Windows AppLocker is feature for
providing more flexibility for allow or blocking of application according to rules. But still there is scope to improve
this system. Microsoft’s AppLocker is supported only for specific OS Version like enterprise and professional versions.
Also AppLocker works on Hash Based rules or Publisher signing certificate rules. So the applications not having valid
sign certificate and get changed or updated is not feasible to block with the help of AppLocker. For such conditions of
update of software IT administrators need to monitor continuously. So to overcome the problems in the AppLocker
we are going to implement the Category based application engine
Keywords— Version, Category, Hash, Publisher, Signing
I. INTRODUCTION
Collin McMillan proposed the automatic categorization of software applications by using the criteria of API used
by the application [1]. Our work is related to providing a solution for using software categories for the Category
based application engine. Automatic categorization of software applications in repositories is increasingly gaining
acceptance since it reduces the manual effort significantly [2, 4, 6, 8, 9, 10, 11, 12].Currently, software applications
are categorized by applying text classification approaches; terms (i.e., words in identifiers and comments) are
extracted from the source code of applications and these terms, also called attributes of the applications, serve as
the input to a machine learning algorithm that eventually places applications into categories.
Another idea is to use external Application Programming Interface (API) calls from third-party libraries and
packages that are invoked in software applications (e.g., the Java Development Kit (JDK)) as a set of attributes for
categorization. Doing so is based on the fact that programmers typically build software using API calls from welldefined and widely used libraries [5].
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The intuition behind our approach is that APIs are already grouped in packages and libraries based on their
functionalities, and this grouping can be combined with machine-learning approaches to categorize applications.
For example, a music player application is more likely than a text editor to use a sound output library, and finding
APIs from this library in the music player application enables us to put it in a proper category. Moreover, APIs are
common to many software programs and invocations of the API calls can be extracted from the executable form of
applications because the API calls exist in external packages and libraries. Software repositories hold applications
that are often categorized to improve the effectiveness of various maintenance tasks. Properly categorized
applications allow stakeholders to identify requirements related to their applications and predict maintenance
problems in software projects. Unfortunately, for different legal and organizational reasons the source code is
often not available, thus making it difficult to automatically categorize binary executables of software applications.
In this paper, authors proposed a novel approach in which Application Programming Interface (API) calls from
third-party libraries are used as attributes for automatic categorization of software applications that use these API
calls. API calls can be extracted from source code and more importantly, from the byte-code of applications, thus
making automatic categorization approaches applicable to closed source repositories. [1].Our work is related to
creation of Category based application engine which will be effective than both software restriction policies and
AppLocker [14].
II. OUR APPORACH
The Category based application engine is a simple and flexible mechanism that will allow administrators to specify
exactly what is allowed to run in their desktop environment. Category based application engine will provide a
simple and powerful structure through block/deny actions. It will also provide a means to identify exceptions to
those actions. When Block action is applied it will limit execution of applications according to category selected to
Block and all other applications will get allowed. The ideal Category based application engine deployment uses
allow or block actions on rules with built-in exceptions. Exception rules are useful to exclude files from an allow or
deny action on a rule. Using exceptions, one can able to create a rule to "allow everything in the Windows
operating system to run, except the built-in games." Using the allow action on rules with exceptions provides a
robust way to build an allowed list of applications without having to create an inordinate number of policies.
Category based application engine will support multiple, independently configurable policies for rules collections.
In Policy the user can create the multiple allow or block rules providing greater flexibility and enhanced
protection. For example, an organization could create a rule to allow the Software Developer group to run the
installer or application from Microsoft for Visual Studio as long as it is still Visual Studio 2008.This will allow IT
administrators to retain control but allow users to keep their computers up to date based upon their business
needs. In addition, each of these policies can be individually placed into an audit mode. Audit mode is useful to test
the rules before they start blocking applications from running and potentially affecting user productivity.
Category based application engine will provide following features for administrator perspectives for a corporate
networks.
• Prevent unlicensed software from running in the desktop environment if the software is not on the allowed
list.
• Prevent vulnerable, unauthorized applications from running in the desktop environment, including malware
• Stop users from running applications that needlessly consume network bandwidth or otherwise affect the
enterprise computing environment
• Prevent users from running applications that destabilize their desktop environment and increase help desk
support costs
• Provide more options for effective desktop configuration management
• Allow users to run approved applications and software updates based upon policies while preserving the
requirement that only users with administrative credentials can install or run applications and software
updates
• Help to ensure that the desktop environment is in compliance with corporate policies and industry
regulations
Category based application engine will provide different built-in categories of applications for allow or block the
applications. The different categories that category based application engine will provide can be as follows.
•
•
•
•

Instant Messengers
Music Video Players
Computer Games
P2P Applications

III. MATHEMATICAL MODEL
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We provide the following formulas for the reproducibility of our approach. Entropy is a measure of the
uncertainty associated with an event and is expressed in terms of a discrete set of probabilities.
Pr(X) over an event

, where X is the event space

Let C be the event indicating whether an application is a member of the specified category (e.g. if the application is
related to the category). Let a denote the event that the software application contains the specified pattern
attribute.

Pr(C) is the probability, for each category, that an application will be in that category. Pr(a) is the probability, for
each attribute, that an application will contain that attribute.

The prior entropy represents the overall distribution of applications into a category, and is calculated as:

The posterior entropy represents probability of a given pattern attribute for a given category:

Likewise, the posterior entropy of the category when the pattern attribute is absent is :

Thus the expected posterior entropy is
And the expected entropy loss is
EEL(C,a) = e(C) – EPE(C,a)
IV. ALGORITHMIC STRATEGY
In this section, we present algorithmic details of our proposed methods. First, we describe In String Matching
Algorithms we try to find the position where patterns are found within a larger string or text. String matching can
be performed in the Text String through Single Pattern and Multiple Pattern occurrences. Multiple pattern
matching provides solution concept in many applications. The Aho–Corasick is one of the string matching
algorithms, invented by Alfred V. Aho and Margaret J. Corasick. For finding Multi pattern occurrences in the text
string this algorithm is more appropriate because it performs exact matching of the patterns in the text.
It seems to be like dictionary-matching algorithm which starts finding pattern on the basis of sub-string matching,
each time character of pattern string is read and it tries to find the transition of that character in the already
constructed automata, after reading the whole pattern string if the automata found to be entered in the final state
so the pattern occurrence will be reported. Similarly it matches all patterns simultaneously. This algorithm can be
applied to solve various problems like intrusion detection, detecting plagiarism, bioinformatics, digital forensic
and text mining etc.
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Intrusion Detection is a technique in which intrusions are detected by Intrusion Detection System
(IDS).Plagiarism Detection is process of finding plagiarism within a work or document. Bioinformatics is the
application of computer technology to the management of biological information. Digital Forensic is a method for
retrieving information from digital devices after being processed and generates some result. Text mining or Text
Data Mining is the process that attempts to discover patterns in large data sets.[2,3,5,6,7].
Aho Corasick Algorithm:
Aho Corasick is the Multi pattern matching algorithm which locates all the occurrence of set of patterns in a text of
string. It first creates deterministic finite automata for all the predefined patterns and then by using automaton, it
processes a text in a single pass. It Consists of constructing a finite state pattern matching automata from the
patterns and then using the pattern matching automata to process the text string in a single pass.[9,10].
Algorithm:
for each pattern Pat=1 to N
AddToTheTrie ();
end for
for each Version V= 1 to M
SearchAhoCorasickMultiple ();
end for
Above algorithm is used to search the patterns

Aho-Corasick (ACk) Phase 1:
Example: Suppose we have a finite set of patterns {FLVPLAYER, WMPLAYER, WOW AND SKYPE}. ACk algorithm in
first phase creates finite automata for set of given patterns. Automata for the Patterns Set= {FLVPLAYER,
WMPLAYER, WOW AND SKYPE} is given below

Fig 1: Automata
FAILURE FUNCTION:
We have considered Failure function which is defined as the longest suffix of the string that necessarily be the
prefix of some node. The main goal of this failure function is to allow the algorithm not to scan any character more
than once.

Fig. 2 Failure function transitions
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Figure 3: Output Function transitions
V. RESULT SET AND DATA SET
In this experiment we studied different algorithms and techniques used for categorizing software applications. We
also studied different algorithms for pattern matching. We also compared those algorithms. We concentrated on
time complexity in terms of time take to match the pattern. Our main concern will be to search and match given
input buffer with predefined pattern database. In order to test the effectivenes of our category based application
engine several experiments are conducted.Firstly we test our propsed approach on the Software applications
based on 4 categories for False Postivies and True Positive rates.Finally our approach is evaluated against
traditional pattern matching using regular expression. We evaluate the detection using 2 metrics True Positive
Rate and False Postive Rate.Formaulas for these metrics areas follows :
TPR = TP/ TP + FN ;
FPR = FP / FP+TN ;
Where the TP is Where TP is the number of true positives (applications correctly categorized), FP is the number of
false positives (applications incorrectly categorized), TN is the number of true negatives (applications correctly
identified as not belonging to the category), and FN is the number of false negatives (applications identified as not
belonging to the category, that should have been). TPR measures the proportion of true positives over the total
number of positive instances. FPR measures the proportion of false positives over the total number of negative
instances.The results are calucalted for TPR vs FPR from the data shown in table1.
Category
IMChat
Games
P2P
Music/video

TP
11
06
12
18

FN
0
0
0
0

TPR
1
1
1
1

FPR
0
0
0
0

Table1. Categorywise calculation for TPR vs FPR

Fig.1 Categorywise TPR
In Our Case study we also found that the use of Version based or Region based attributes against the use of API
based attributes is faster as Version Information is less than as compare to API used by the Binary EXE or
applications. The Idea behind taking the version information as a attribute or region information as a attribute is
to speed up the detection of the category of the applications. The Results for this case are as shown in table2 and
fig.2.
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VI. CONCLUSION
After the detailed study of existing techniques in software categorization, we got to know that different techniques
like API are used for categorization. We also studied the AppLocker feature provided in Microsoft in different
Operating System. Our category based application engine will cover the drawbacks present in the Microsoft’s
AppLocker. Category based application engine system will support all versions of Windows OS. In AppLocker
there is need of trained IT administrators to configure or create rules for blocking or allow of applications but
Category based application engine will provide ready options for blocking most of the popular software categories
like Instant Messengers, Music Video Players, Computer Games, and P2P Applications. So each time in each
network the IT Administrators have no need to create specific rules for the applications. It has been observed that
while detecting the category of the files when files is checked using our approach it takes 0.01 Seconds as compare
to Full File checking as it may be equivalent to the time required to read the number of bytes equivalent to File
Size.So it has been proved that our approach works better than the previous API based approach to detect the
category of the File.
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