£y,
¥ & Y
\‘:'{:,”,:}:';.: International Research Journal of Computer Science (IR]JCS) ISSN: 2393-9842

fstes Issue 07, Volume 08 (July 2021) https://www.irjcs.com/archives

PROTOCOLS FOR QUANTUM-RESISTANT NETWORKS
Ankita Sharma
Associate Consultant
Capgemini

Gurugram, India

ankita.sharma@capgemini.com
Publication History

Manuscript Reference No: IRJCS/RS/V0l.08/Issue07 /JLCS10086
Received: 26, July 2021

Accepted: 30, July 2021

Published: 03, August 2021

Citation: Ankita (2021).Protocols for Quantum-Resistant Nwtworks. International Research Journal of Computer
Science, VIII, 165-171. doi: https://doi.org/10.26562 /irjcs.2021.v0807.006

Peer-review: Double-blind Peer-reviewed

Editor: Dr.A.Arul Lawrence Selvakumar, Chief Editor, IR]JCS, AM Publications, India

Copyright: ©2021 This is an open access article distributed under the terms of the Creative Commons Attribution
License; which Permits unrestricted use, distribution, and reproduction in any medium, provided the original author
and source are credited.

Abstract: With the progression of quantum computing technology, traditional cryptographic protocols encounter
flaws that may compromise their efficacy against quantum-based assaults. This study examines quantum-resistant
protocols that include post-quantum cryptography (PQC) to enhance the security of existing network protocols,
particularly the Transport Layer Security (TLS) protocol. This research examines the efficiency, compatibility, and
adaptability of post-quantum algorithms, including lattice-based, code-based, and hash-based cryptographic
methods, inside the TLS protocol architecture. The study's findings emphasize the comparative performance metrics
and compatibility factors, providing insights into the future of secure network communications in the post-quantum
age.
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I. INTRODUCTION

The fast progression of quantum computing is inducing a fundamental transformation in the cryptography
landscape. Quantum computers utilize quantum physics properties, including superposition and entanglement,
allowing them to do intricate calculations at unparalleled speeds, in contrast to classical computers. Algorithms once
deemed secure in classical computation, such as RSA (Rivest-Shamir-Adleman), Diffie-Hellman, and ECC (Elliptic
Curve Cryptography), now face jeopardy due to quantum computers' capacity to effectively resolve the
mathematical challenges that form the basis of these cryptographic techniques. Shor’s algorithm, a quantum
algorithm, can effectively execute integer factorization and calculate discrete logarithms operations upon which
classical systems depend for their security. As quantum computers advance, they threaten to undermine the
security of systems and protocols that protect sensitive data, communications, and online transactions currently.
Transport Layer Security (TLS), the fundamental protocol for secure internet communication, predominantly
utilizes public-key cryptography techniques such as RSA and ECC for key exchange, encryption, and data integrity.
Nonetheless, TLS was not engineered to endure the computational power of quantum computers. If a quantum
adversary arises, they may feasibly decipher TLS-encrypted connections instantaneously, thereby compromising
sensitive information throughout the internet. As a result, this has expedited the movement towards quantum-
resistant protocols cryptographic methods capable of withstanding both classical and quantum assaults. This study
analyzes post-quantum cryptography (PQC) algorithms in the context of the TLS protocol, emphasizing their
efficiency, compatibility, and adaptability within current network architectures in light of potential threats. The
objective is to comprehend the integration of PQC algorithms with TLS while ensuring secure and efficient
connections. The research concentrates on three significant post-quantum cryptographic families: lattice-based,
code-based, and hash-based cryptography. These families possess unique mathematical underpinnings that are
considered resilient against quantum assaults, hence serving as promising candidates for ensuring the security of
future communications:

e Lattice-Based Cryptography: Algorithms within this category depend on the difficulty of lattice problems—
specifically the Learning with Errors (LWE) problem and Ring-LWE—which are computationally impractical for
both classical and quantum computers. Lattice-based approaches show potential for key exchange and
encryption; yet, they necessitate assessment to ascertain their computational efficiency and compatibility with
TLS.

e Code-Based Cryptography: Grounded in the difficulty of decoding random linear codes, code-based
cryptographic algorithms, exemplified by the McEliece cryptosystem, have exhibited robustness against
quantum assaults.
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e Notwithstanding their robustness, these methods generally necessitate considerably higher key sizes, potentially
impacting their practicality in bandwidth-constrained and storage-limited network settings.

e Hash-Based Cryptography: Utilizing cryptographic hash functions, hash-based cryptographic techniques, like
the Merkle Signature Scheme, are predominantly employed for safe digital signatures. Hash-based cryptography
offers a secure method for authentication; however, it encounters scalability and key management issues that
may restrict its use in the TLS protocol.

This research evaluates the efficacy, computational requirements, and practical compatibility of each cryptographic

family inside the TLS protocol, with the objective of identifying solutions that can be effortlessly integrated into

current network infrastructures. This paper provides an extensive examination of post-quantum alternatives,
highlighting the quantum-resistant attributes necessary for transitioning TLS and analogous protocols to a secure,
quantum-ready condition.

II. OVERVIEW OF QUANTUM-RESISTANT CRYPTOGRAPHY

Post-quantum cryptography includes a range of algorithms that, in contrast to RSA and ECC, are impervious to

Shor’s algorithm. Prominent families comprise:

a. Lattice-Based Cryptography: These techniques depend on the difficulty of lattice issues, including Learning With
Errors (LWE) and Ring-LWE, which are considered secure against quantum assaults [2].

b. Code-Based Cryptography: These methods, such as the McEliece cryptosystem, utilize error-correcting codes and
are recognized for their resilience against quantum computing threats [3].

c. Hash-Based Cryptography: Frequently employed in digital signatures, many techniques, like the Merkle
Signature Scheme, rely on the security of cryptographic hash functions [4].

III. COMPATIBILITY AND EFFICIENCY IN THE TLS PROTOCOL
The incorporation of quantum-resistant cryptographic algorithms into established protocols such as Transport
Layer Security (TLS) presents both advantages and obstacles.
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Fig 1. Evaluation and Integratlon of Post-Quantum Cryptographlc Algorithms in TLS

TLS, the fundamental protocol for securing internet communications, utilizes public-key cryptography to facilitate
secure key exchange and authentication between clients and servers. Given that quantum computing may
compromise classical cryptographic methods such as RSA and ECC, the integration of post-quantum cryptography
(PQC) into TLS is crucial for ensuring the security of the internet in the future. This shift must account for the
practical effects on performance, computing efficiency, and compatibility with current infrastructure.
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This section examines the efficacy and flexibility of three principal post-quantum cryptographic families—Ilattice-

based, code-based, and hash-based cryptography within the TLS protocol architecture. Every algorithm family

possesses distinct attributes that influence their appropriateness for TLS integration, especially concerning latency,
computational overhead, key size, and compatibility with existing network infrastructures.

A. Lattice-Structured Algorithms

Lattice-based cryptography represents a highly promising category in the post-quantum realm, especially owing to

the difficulty of lattice issues, such as Learning with Errors (LWE) and Ring-LWE, which are considered resistant to

quantum assaults. Lattice-based algorithms provide strong security against conventional and quantum threats,
rendering them suitable for key exchange in TLS.

e Integration of the NewHope Algorithm: NewHope, a lattice-based key exchange protocol, has been a central
subject of experimentation for incorporation into TLS. Google's experimentation with NewHope in TLS 1.3
revealed that lattice-based algorithms may securely execute key exchanges akin to the Diffie-Hellman key
exchange. Nonetheless, these techniques require substantial computer resources. Benchmarks reveal that
NewHope incurs an additional latency of around 15-20% in key exchange relative to traditional algorithms,
adversely affecting user experience, especially in high-frequency transaction contexts such as e-commerce and
video streaming [1].

e The implications of heightened computational demand: Lattice-based algorithms typically necessitate greater
CPU processing power, potentially affecting scalability, particularly on devices with constrained computing
resources, such as loT devices, smartphones, and embedded systems. Incorporating these algorithms into TLS on
such devices may need hardware optimization or the creation of more lightweight lattice-based alternatives.
Moreover, the heightened need for processing power escalates energy consumption, potentially constraining
mobile and battery-operated devices.

e Key Size and Bandwidth Considerations: Although lattice-based algorithms such as NewHope exhibit greater
efficiency than alternative post-quantum approaches, they necessitate higher key sizes, typically several
kilobytes, in comparison to RSA or ECC. Larger key sizes can affect data transfer rates, particularly over
bandwidth-constrained connections. To achieve widespread usage in TLS, further optimizations may be required
to minimize transmission times while maintaining security integrity.

Table I: Characteristics of Post-Quantum Cryptographic Algorithms

Algorithm Primary Key Size Signature/ Advantages Disadvantages
Type Security Basis Encryption
Size
Lattice-Based Hardness of Moderate Moderate §trong qua.n'Fum Increased.
lattice problems (several resistance; efficient for | computational
(e.g, LWE, Ring- KB) encryption demands, moderate
LWE) latency
Code-Based Decoding Large Large High security; suitable | Very large key sizes;
random linear (hundreds for long-term data impacts bandwidth
codes of KB) protection and storage
Hash-Based Security of Small to Large Efficient and fast for Key management
cryptographic moderate signatures; low complexity; limited
hash functions computational scalability
demands

B. Algorithmic Approaches Based on Code

The McEliece cryptosystem, a form of code-based encryption, relies on the challenge of decoding random linear

codes and is esteemed for its robustness against quantum assaults. Nonetheless, despite its robustness, this method

has distinct obstacles for inclusion into TLS, chiefly owing to the considerable key sizes necessitated.

e Performance Challenges with McEliece: The McEliece cryptosystem, a notable code-based method, is recognized
for necessitating considerably higher public key sizes, frequently surpassing several hundred kilobytes. The
substantial key size incurs significant overhead, impacting both data transmission rates and storage demands.
Experimental study indicates that the McEliece key exchange in TLS significantly increases delay, principally due
to the extended transmission time associated with larger key exchanges. This renders it less viable for
bandwidth-constrained situations, such as mobile networks or remote loT applications [2].

e The execution of code-based algorithms in TLS necessitates increased storage, posing challenges for devices with
restricted memory capacity. Integrating McEliece into TLS on IoT devices necessitates substantial storage and
computational modifications because to the strict hardware constraints of these devices. In enterprise
environments with superior hardware resources, code-based cryptography may remain viable, but at the cost of
increased memory usage and energy consumption.

e Long-Term Security Suitability: Code-based cryptography, while its performance limitations, provides robust
security assurances for prolonged data protection, rendering it an appropriate option for applications that
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prioritize security above performance. Future generations of the TLS protocol may employ hybrid techniques
that selectively utilize code-based cryptography in situations where latency is less significant, however data
integrity over prolonged durations is essential.

C. Hash-Driven Algorithms

Hash-based cryptography, especially for digital signatures, offers an alternative method for safeguarding network

communications in a quantum-resistant fashion. Hash-based algorithms depend on the security of cryptographic

hash functions, particularly Merkle tree structures, which exhibit significant resilience against quantum assaults.

Nonetheless, whereas hash-based cryptography is effective for signatures, it possesses specific drawbacks when

utilized in the broader framework of TLS.

e The Merkle Signature Scheme (MSS) is a hash-based method for digital signatures that provides efficient and
quantum-resistant authentication. Experimental TLS frameworks for digital signatures have demonstrated that
hash-based signatures can deliver substantial security with no computational complexity [3]. Nevertheless, hash-
based signatures are intrinsically stateful, indicating that key management may become intricate, particularly in
multi-session contexts characteristic of TLS. This complexity restricts their applicability in high-frequency
applications.

e Efficiency and Scalability: Hash-based cryptography is often efficient regarding processing speed and incurs
minimum delay. The overhead associated with verifying hash-based signatures is comparatively little when
juxtaposed with lattice- and code-based techniques, rendering them suitable for real-time applications.
Nonetheless, hash-based approaches frequently necessitate substantial signature sizes and encounter scalability
challenges due to restricted key reuse, complicating their incorporation into TLS, where numerous concurrent
sessions may require frequent key regeneration.

e Optimal Compatibility for Hybrid Protocols: Considering the merits and drawbacks of hash-based cryptography,
hybrid cryptographic systems that integrate hash-based signatures with lattice- or code-based encryption
methodologies are being investigated as viable alternatives. These hybrid protocols may incorporate hash-based
authentication for particular applications, such as confirming server legitimacy, while utilizing alternative post-
quantum techniques for encryption. This hybrid methodology may resolve scalability issues in TLS while
guaranteeing safe and efficient communication in a quantum-resistant fashion.

D. Practical Implications and Implementation Challenges

e Backward Compatibility: Ensuring the seamless functionality of quantum-resistant algorithms with current TLS
implementations presents significant challenges. Existing systems based on classical cryptography may
necessitate significant alterations to accommodate new algorithms, particularly for key management, session
resumption, and multi-threading in high-performance servers. Hybrid systems employing both conventional and
post-quantum encryption represent a viable approach for the gradual transition of TLS while maintaining
compatibility.

e Resource Limitations: Post-quantum algorithms frequently require increased CPU power, memory, and
bandwidth. These limitations can be especially onerous in extensive networks, mobile contexts, and IoT
ecosystems where low-power, low-memory devices predominate. Mitigating these limits may necessitate
hardware acceleration, optimization of post-quantum cryptography techniques, or incremental enhancements in
protocol standards.

e Interoperability across Platforms: For widespread adoption, post-quantum algorithms must be interoperable
with many platforms, including legacy systems. This interoperability is essential for secure communications in
settings where legacy protocols coexist with contemporary, quantum-resistant alternatives. Standardizing
quantum-resistant algorithms in the TLS protocol and guaranteeing cross-platform compatibility will be
essential for a seamless transition.

e Future-Proofing via Protocol Agility: Protocol agility, enabling the dynamic selection of cryptographic algorithms
according to prevailing security demands, is a crucial attribute for adapting TLS to post-quantum cryptography.
Creating TLS with inherent adaptability will facilitate its adaptation to future cryptographic innovations as they
emerge, hence minimizing the necessity for disruptive protocol revisions.

Table II: Impact of Post-Quantum Cryptographic Algorithms on TLS Performance

Algorithm Latency Computational Bandwidth Compatibility with Use Case
Type Increase Overhead Impact TLS Suitability
Lattice- Moderate Moderate Moderate (larger Moderate Key exchange,
Based (~15-20%) key sizes) compatibility; feasible secure web
with optimization transactions
Code-Based High High Significant (large | Limited compatibility; Long-term data
keys) best for secure protection
environments applications
Hash-Based Low Low Moderate (larger | Good for specific tasks; | Digital signatures,
signatures) complex key server
management authentication
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IV. EMPIRICAL EXAMINATION AND FINDINGS

A. Experimental Configuration

The research employed a bespoke TLS implementation to emulate processes of a quantum-resistant protocol.

Experiments were performed in a regulated setting with diverse network settings to evaluate performance

regarding latency, throughput, and computing overhead.

B. Performance Indicators

e Latency: Lattice-based algorithms, although secure, resulted in an average latency increase of 15% compared to
conventional cryptographic algorithms. Code-based approaches demonstrated the greatest latency, chiefly
attributable to key size [8].

e Computational Overhead: Code-based methods required 20% additional CPU processing power, while hash-
based methods exhibited negligible overhead, underscoring their efficiency for particular applications [9].

e Throughput: Lattice-based techniques diminished throughput by 10%, whereas hash-based methods were
comparable to conventional procedures [10].

C. Compatibility with Transport Layer Security

The incorporation of post-quantum algorithms into TLS is achievable; nonetheless, issues persist in reconciling

efficiency with security. The backward compatibility of these protocols with legacy systems is restricted, indicating

a gradual approach to introduction.

V. DISCUSSION

The study's findings indicate that while specific post-quantum cryptographic (PQC) techniques, including lattice-

based and hash-based algorithms, demonstrate encouraging quantum-resistant properties, they also entail

compromises concerning performance, scalability, and compatibility within the TLS protocol framework. Each
investigated PQC family lattice-based, code-based, and hash-based algorithms—possesses distinct characteristics
and obstacles, necessitating meticulous consideration of practical deployment limits for implementation within TLS.

A. Compromises in Efficiency and Expandability

e Lattice-Based Methods: Lattice-based algorithms, especially those dependent on the Learning With Errors (LWE)
or Ring-LWE issues, are highly promising due to their strong quantum resistance. Nonetheless, they impose
moderate computational and bandwidth overheads, which impact performance, particularly in latency-sensitive
applications. The incorporation of NewHope, a lattice-based key exchange protocol, has demonstrated an
increase in latency of roughly 15-20%, potentially disrupting real-time applications and environments
characterized by high transaction volumes, such as financial services or cloud-based services.

e Lattice-based approaches are presently the foremost contenders for quantum-resistant TLS, however they
require substantial computational resources. This requirement raises scaling issues, especially for devices with
constrained computing capabilities, including 10T devices and embedded systems. Resource-constrained
adaptations of lattice-based approaches or optimizations tailored for low-power conditions are necessary for
compatibility with these devices.

e Hash-Based Methods: Hash-based cryptography, especially in digital signature applications, has proven
beneficial for computational efficiency and minimal latency. These characteristics render it a compelling choice
for TLS applications that emphasize speed, as hash-based digital signatures are typically more expedient than its
lattice-based or code-based equivalents. Hash-based approaches are inherently stateful, requiring intricate key
management procedures, particularly in multi-session contexts such as TLS, where secure, distinct keys are
essential for each session.

e The scalability of hash-based approaches is constrained by their requirement for greater signature sizes and the
one-time-use characteristic of specific hash-based keys, necessitating frequent key generation and replacement.
These factors restrict its straightforward incorporation into TLS without significant modification of key
management techniques. Thus, hash-based cryptography may be better appropriate for particular applications
within TLS, such as server authentication, when computing efficiency is paramount, rather than for general
encryption requirements.

e Code-Based Approaches: The McEliece cryptosystem, which is code-based, has demonstrated resilience against
quantum assaults owing to the complexity of decoding arbitrary linear codes. Nonetheless, its necessity for very
large key sizes—frequently hundreds of kilobytes—complicates its integration into TLS without adversely
affecting network traffic and storage resources. Although viable in secure, high-bandwidth settings, code-based
cryptography is typically unfeasible for low-bandwidth applications and contexts with restricted storage
capacity. Moreover, utilizing such substantial keys on mobile devices, [oT devices, or cloud environments may
result in significant data transfer latency and heightened memory consumption, hence impacting overall system
efficacy.

Notwithstanding these constraints, the robust security assurance offered by code-based cryptography may justify its

deployment in scenarios where long-term data protection is critical, including governmental communications,

medical records, and legal paperwork. These use cases prioritize data protection over performance, rendering code-
based techniques effective for safeguarding extremely sensitive information over prolonged periods.
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B. Challenges in Implementing TLS in Practical Environments

The implementation of quantum-resistant protocols in TLS is achievable; nevertheless, their deployment in realistic

environments presents numerous significant problems that must be resolved to guarantee secure and effective

adoption.

e Interoperability and Compatibility: The shift from classical to quantum-resistant cryptography necessitates
significant modifications to the current TLS infrastructure, which is primarily based on classical algorithms such
as RSA and ECC. Maintaining backward compatibility with historical systems is crucial, as a comprehensive
redesign of current systems is both expensive and time-consuming. Consequently, interoperability between
classical and post-quantum cryptography approaches will probably necessitate hybrid systems that incorporate
quantum-resistant algorithms in conjunction with classical algorithms. This strategy will facilitate progressive
adaption and integration with legacy systems, hence reducing interruptions to current TLS implementations.

e Complexity of Key Management: Efficient key management is essential for TLS, which depends on dynamic and
secure key exchanges for each session. Post-quantum algorithms frequently provide distinct key management
issues, especially stateful hash-based approaches that require careful monitoring of one-time-use keys. The
substantial key sizes inherent in code-based encryption exacerbate challenges in key storage and transmission,
heightening the necessity for optimized key distribution protocols and effective storage solutions. With the
integration of quantum-resistant algorithms into TLS, it may be necessary to design new key management
frameworks, including hybrid systems capable of managing both conventional and post-quantum keys.

e Algorithm agility—the capacity to dynamically switch cryptographic algorithms—is crucial for adapting TLS to
changing cryptographic requirements. This flexibility enables TLS to switch between conventional and quantum-
resistant algorithms as necessary, without necessitating structural alterations to the protocol. Moreover,
algorithm agility offers the adaptability to incorporate enhanced quantum-resistant algorithms as they develop,
guaranteeing that TLS can progress in tandem with advancements in quantum cryptography. Implementing
algorithm agility will need modifications to the TLS handshake and key exchange procedures, allowing the
protocol to negotiate algorithm utilization according to client and server capabilities.

e Performance Optimization: The elevated computational and bandwidth demands of post-quantum algorithms
pose challenges to network performance, especially in high-throughput settings and latency-sensitive
applications. Optimization strategies, including hardware acceleration, algorithmic reduction, and judicious
application of post-quantum approaches (e.g., exclusively for first key exchange), may alleviate performance
degradation. Furthermore, the adaptation of post-quantum cryptography for low-power devices is a priority for
implementation in IoT ecosystems, where processing and energy efficiency are paramount. Investigating
lightweight post-quantum techniques or enhancing current ones could substantially aid in the practical
implementation of quantum-resistant TLS across many settings.

C. Hybrid Protocols as an Interim Solution
Considering the unique advantages and drawbacks of each post-quantum cryptography family, hybrid protocols that
integrate both classical and quantum-resistant algorithms may provide a pragmatic transitional solution for TLS as
the industry anticipates the quantum era. Hybrid protocols can integrate classical methods (e.g., RSA, ECC) with
post-quantum algorithms (e.g., NewHope for key exchange or Merkle signatures for authentication) to capitalize on
the strengths of both approaches while mitigating their individual vulnerabilities. A hybrid TLS protocol may
employ a lattice-based approach for initial key exchange to guarantee quantum resistance at the connection's
inception, while utilizing conventional methods for session data encryption to preserve compatibility and
performance. This strategy would provide the incremental incorporation of quantum-resistant techniques without
abrupt, disruptive alterations to the TLS framework. With the progression of quantum technology and the
maturation of post-quantum cryptographic algorithms, TLS may completely shift to quantum-resistant techniques,
eliminating classical cryptographic components altogether. Hybrid protocols provide incremental testing and
deployment, permitting businesses to trial quantum-resistant systems in restricted settings, uncover performance
limitations, and refine implementations prior to widespread use. This technique mitigates risks linked to swift
cryptographic changes and guarantees that TLS stays secure and flexible during the transition phase.

D. Prospective Trajectories for Secure Network Communications

As quantum computing advances, the domain of post-quantum cryptography must concurrently progress,
necessitating ongoing study into performance enhancement, hardware adaptability, and standardization. NIST's
continuous post-quantum cryptography standardization process is essential for the worldwide adoption of safe,
quantum-resistant standards, providing recommendations that will direct industry protocols, such as TLS, towards
more secure implementations. Organizations and research institutions must prioritize improving protocol agility,
creating lightweight post-quantum cryptography variants for limited contexts, and implementing comprehensive
testing frameworks to evaluate the real-world performance of post-quantum algorithms in TLS. These initiatives
will ensure that as quantum computing advances, internet security protocols such as TLS remain robust, efficient,
and flexible.
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VI. CONCLUSION

With the advancement of quantum computing, the necessity for quantum-resistant protocols becomes essential. Our

research indicates that lattice-based and hash-based algorithms offer a feasible approach to augmenting TLS

security against quantum threats, however with certain trade-offs. Future efforts should concentrate on enhancing

these algorithms for network efficiency, investigating hybrid models, and improving compatibility with current

network infrastructure to facilitate a seamless transition and provide strong defense against quantum-enabled

threats.
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