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Abstract—Online Social Network is the network of people connected with the help of internet in the form of cluster
of people. In this people are basically related to each other with some relationship types such as Family or Friends
or with people to permuting of products. Owners are the one who is having co-owned and stakeholders are the data
are being shared. To solve his/her purpose the owner will misuse the data of Stakeholder’s by posting it some sites
where the stakeholder’s account will not be there for these situation privacy policy should be there to restrict the
owner in that situation privacy may be compromised since the document can be approached by different users in
network. OSN helps users to give the authorized access for the data Sharing. When users decide to post a data, it will
be based on the combined opinion of all involved users. Floyd Shortest path algorithm is used to calculate the
distance between the users’s which further helps in calculating the trust values of each node. We proposed an
algorithm called security of trust which helps the stakeholders for misusing of the co-owned data. The trust values
between owner’s and stakeholders are used to opinions, and accordingly the trust values are updated according to
users’ privacy loss and it also provide additional for the security of Online Social Network to reduce the leakage of
information to the other security trade of between data Sharing.
Keywords- Privacy; Online Social Network; Trust; Data Sharing; Floyd Shortest Path;
I. INTRODUCTION
The popular Online Social Network services such as Facebook, LinkedIn, Twitter, basically these all are the social
network providers who allow the users to share the data to the stakeholder’s and the opinion of the users to the
post the data with the aggregated opinion of the stakeholders. Various OSN applications are developed to satisfy the
different peoples opinion based on privacy. Everyday billions of OSN users post data about their daily lives or for the
advertisement purpose in terms of text messages, photos, or videos. Those data often include sensitive information
of individuals. If the information can be accessed by unauthorized user’s, stakeholder’s secrecy will be
compromised. The privacy issue has always been a major problem in Online Social Network. The privacy control
mechanism only imposes the restriction of who can view the data, but they can’t impose the rigid regulation on who
can post the data. A consequence of this one-side regulation is that the user who posts data may accidentally discard
privacy. Strong traids or strong connection are the one who is having more number of friends in the network and on
the other hand weak connection are the one who is having the single connection in the network as shown in the
Figure1 we can conclude from the them is that if the B’s information is leaked from the group to group A then only
one of the friends is misusing the data because only one friends are connected to them with weak traids. If that one
friend is the owner of co-owned data and he can easily misuse the data. Suppose that a user A’s friends wants to sell
some of his product and A’s will post some advertisement about the product and without asking his/her friends if B
wants to buy the product then B cannot communicate directly to that person A act as the broker in that scenario
stakeholders privacy will be compromised.
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Figure 1: A Social Network
Data which are co-owned by multiple people are very common in OSNs. The user who posts the data will tag all the
other attached users. The tagged people can be identified via some techniques (e.g. face reorganization or two step
verification). In such case, the intermediary people are able notify about connected users about the posting of the
data. However, in Now a day, it is likely that the user posts the data without tagging other users and the involved
users are difficult to be identified automatically. Considering this, we have given a mechanism which requires the
user to take other’s opinion also if the data is co-owned by the users. In this case we will be setting the threshold
value if the data is sensitive or insensitive by this method stakeholder’s privacy will not be violated. Given the
information a user wants to post, and the restriction policy prescribed by the user, every attached user should
“vote” to state whether he/she approves of the restriction policy. The vote depends on the trust value between the
two users’ only when the vote certifies the condition in the OSN then only data can be posted by the owner. If owner
tries to violate the policy the trust will decrease. The trust value is mutable parameter it will vary if the trust
between users will change. It specifies two mechanisms if the data, they are having is family members data or
friend’s data. And trust value which we model this problem as threshold selecting problem as the decision-making
problem. Online social networks are a platform where large number of users interacts with each other. That is, they
can chat, share photos either to an individual or in a group and even post photos online which everyone can see. In
simple its nothing but it comprises of large number of people or organizations who communicate that is interact
with each other. Nowadays online social networks are very much useful as it allows users that are friends to stay in
touch with each other. As they can stay in touch through these networks by texting each other video calling etc. But
also, they are problems related to these networks such as privacy loss can occur to the user. This problem mainly
arises when it’s a co-owned photo or the data. Co-owned in the sense when the data involves many users in the
network. To overcome this problem, we use many techniques for the data sharing and simulation.
 Improve and extend the Floyd Shortest path algorithm to find out the shortest path between the nodes and
generating the weight adjacency matrix to updating the value.
 A trust-based policy is used to maintain privacy in online social network. The trust value between the user’s
privacy loss.
 Data sharing and simulation is done to clean the dataset and get useful information from the nodes like how
many nodes and datasets are there between the nodes.
The rest of the paper is organized as the follows section II gives the related work. Section III gives the System
Architecture .We introduce the knowledge about the creation of Online Social Network and related concept used in
developing the model and our approach in Section IV. Section V describes the experimental results. Conclusion is
done for the paper in Section VI.
II. RELATED WORK
Trust-based Collaborative Privacy Management in Online Social Networks [1] in this mechanism, threshold is been
introduced on which the stakeholder’s makes the ﬁnal decision on data posting by the voting scheme. Basically, this
problem was ﬁrst investigated by using game theory. After that users are willing to negotiate and make agreement
to achieve the restricting policy is reproduce and it should definitely satisfy certain condition. The concessions that
users may be willing to make in different situations are modeled as a set of concession rules, and a computational
policy is to solve the privacy conflicts. Basically, in different privacy method hence it will change with time. trust plays
a crucial rule in network application.such peer to peer network(P2P network.Trust based access control utilizes the
trust value to point out how much impact a user opinion to be there on aggregated decision making while in
different restriction method Trust values in the user’s secrecy loss, hence they can change over time. In
Information Dissemination,[12] models the speed and scale of information dissemination they have neglect the
reciprocal propagation between communication between the candidate.
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Further implement analytical models based on discrete processes. These models still cannot be applied for the use
of real cases since many influential factors have not involved in the cases. A robust, large-scale algorithm to deanonymize[4] online social network data. Their approach is based purely on the network topology, and works in a
self-reinforcing, feedback-based manner.
III. SYSTEM MODEL
A. Problem Defination:
The basic problem in Online Social Network is to provide the Security to the sensitive data item posted by the OSN
user’s in the day to day life.If the data is misused by the owner then it is privacy loss for stakeholders for that we
have proposed the Security of trust algorithm to restrict the owner in sharing the co-owned data by the owner
because he can probably misuse the data item in some other websites.
B. Creation Of Online Social Network
An Online Social Network can be represented as G=(V,E), Where V is the set of user and E is the set of the edges and
RT is the set of relationships between the two users. When we replace the directed edges with the undirected edges
then the distance is calculated between the two users. After creating the graph with the networkX Package. Floydshortest path function was built in function was provided in the python to calculate the distance between the two
nodes. When there is no path between two vertices Vi , Vj and the distance between them Dij=∞. Where D is the distance
between the two owner and stakeholders. This helps calculating the trust between the owner and stakeholders.
When the network is created, we can assign the threshold to each relationship and it is tunable parameter i.e it can
be changed according to trust value between owner and stakeholders.

Figure 2: System Architecture for restricting the Owner
C. Data Sharing
Data sharing is nothing but the act of sharing information with two users or multiple users through an online social
network. And this data shared should be encrypted. And only the intended user is supposed to get that data. There
should not be any privacy loss to the owner who is sending the data.so the data should be secured and encrypted
before sending it to the user such that there should not be any privacy loss. Data can be encrypted using the various
encryption algorithms. Data sharing can involve either the sharing of photos, videos or sensitive information in the
form of messages etc. And data sharing can be done with two or more users in the online social networks. And the
data can be shared individually or in a group.
_____________________________________________________________________________________________________________________________________
ALGORITHM 1: Simulation Algorithm
______________________________________________________________________________________________________________________________________
Purpose: To find out the owners and the stakeholders in the network.
Input: created network.
Output: obtained the owners and the stakeholders.
Step 1: To find the owners in the network by setting a probi value
Probi < threshold value
Then user acts as the owner otherwise user does not act as the owner
Step 2: To find the stakeholders
Randomly select stakeholders to the owners
Setting Average node degree=8
Result: Then every owner has 8 stakeholders. Distance
between the nodes should not be greater than the
threshold distance then user can access the data posted by the owner Otherwise cannot access the data.
Step 3: End
_____________________________________________________________________________________________________________________________________
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The advantage of data sharing algorithm is that we can find out the total number of owners and the stakeholders in
the network and the disadvantage is that We cannot select the desired stakeholders. As the stakeholders will get
generated randomly. Either a message, audio, video or a photo. So, for this we first found out the total number of
owners in the network. And the number of people who are directly connected to the owners that is the stakeholders.
And we have set the average node degree to be 8. So that means every owner has eight stakeholders with whom he
or she can share the data. We found out the owners by setting a probi value that nothing, but users will be generated
randomly and uniformly in the range 0-1. And we set a threshold value. And when the probi value is smaller than the
threshold value those users are selected as the owners from the network which we created. And when the distance
between the nodes in the network is not greater than the threshold distance then those users are considered to be
the stakeholders. Threshold distance is nothing, but the distance set randomly. So, this way we have found out the
owners and the stakeholders in the given network. And when the owner is not willing to share the photo with all the
stakeholders, he can restrict the access with only few stakeholders by using the multiparty access control. Where a
threshold value is set and only the users who satisfy that threshold value can view and access the data. That is the
authorization permission is given to them. Only the users who satisfy the threshold value will be authorized to view
any kind of data posted by the owners. All the unauthorized users will get restricted to access the data posted by the
owner and cannot view them. We are simulating the data in the network to find out the total number of the owners
and the stakeholders in it. And we display the names of the owners with the corresponding stakeholders. And the
showing the data sharing behaviors between them that is how the data will get restricted. When the users who
doesn’t satisfy the threshold set by the owners those users do not have the authority to view the data posted by the
owner. And get restricted from viewing it. Only the users with the access threshold value say 0.8 is there only those
users can view the data posted by the owner that is they are authorized to view the data posted by the owner.
D. Finding the owners and the stakeholders
Here we are simulating the data in the network which was created to find out the total number of users in the
network and which user is acting as the owner and who is acting as the stakeholders. So firstly, for finding the
owners the owners will get generated randomly from the values 0 to 1. And a probi value is set. And when the probi
value is lesser than the threshold value then those users’ acts as the owners. The threshold value is set randomly. By
this way the owners are obtained from the network. And after the owners are obtained, we need to find out the
stakeholders for that owner. The stakeholders are found by the random generation and we have set the average
node degree to be 8 so that every owner has 8 stakeholders.
E. Trust Evaluation
Trust plays a very important role in Online Social Network (OSN). Users in the network are connected to each other
directly or indirectly. A user which is connected directly is said to be closely related to each other and the distance
between the users is less. The distance between the users connected either directly or indirectly is calculated by
using Floyd Warshall algorithm, which gives all pair shortest path between every user in the network. The distance
calculated between users helps in further calculation of trust values in the network. If the owner considers the
stakeholder’s opinion before posting the data. In such scenario whether stakeholders suffer privacy loss depends on
the final decision taken by the owner. For this situation we train the model in such a way that it adopts voting
scheme to aggregate the stakeholder’s opinion. Then the trust values(Tij)between two users Vi and Vj is calculated. In
eqation i we have used binary value to that weather he/she approves the owner privacy policy 0 means disapproval
and 1 means approval of the post as shown in the equation 1.
------------------(i)

If two users are directly connected to each other the trust is set to a positive constant say 0.8, which is the trust
value being set between the users. If the users are not directly connected, then the trust value is evaluated using 0.8d
where d is the shortest path length been calculated using Floyd_warshall algorithm. The initial value of trust is
calculated using this method. For further calculated of trust the value need to be updated.
F. Multiparty Access Control
The Online Social networks, such as social media like, Twitter, WhatsApp, Facebook, and People will share the data
or information with friends, family members, co-workers, So safeguard shared data in OSNs defining a Multiparty
Access Control And The OSNs the Multiparty Access Control is a process of protecting the shared data in the
network. In this access control method will allow the users to access the information in their own space, But the
outside of their space in the network there is no control over an access for a data. And she/he cannot specify which
user can see or view the data that shared in OSN. And also, whenever a user uploads any image in an OSN and also,
she/he can tags to his friends who are become visible in the image so the connected friends can’t set any limit for
the access for the data, who can see this image and who cannot. Despite the fact that connected friends may own
different privacy method about the data or an image so defining a multiparty Access Control for the shared data.
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The users or the people in the OSNs will allow to limit the access to a data that is shared in OSNs, in order to protect
the their privacy in the OSN, But they do not provide any technique or any method to apply privacy over a data
linked with a multiple users so here prefer an method to enable the safeguard of a shared data and prevent the loss
of privacy. The Multi Party Access control in Network is providing an access control policy scheme for the data, that
is shared in an OSNs, means define a policy like access control to prevent the loss of privacy for the stakeholder and
the owner. The owner is, one who share the data in network, so he/she will be owner of the data, and the user is
nothing but one who try to view the data, which is originally posted by others. The stakeholder will be selected,
based on the trust value from the owner to user if the trust value is high the user will be defined as stake holder, if
not the user is not the stake holder for the owner. After the stake holders are selected the authorization will be
defined for the stakeholder, means who can view the data and who cannot view the data which is shared in the
network. So by defining the authorization for the stakeholder the owner privacy will be secured, and preventing the
privacy loss to the owner by defining authorization for the stakeholder, the data can only accessed by the authorized
stakeholder, unauthorized stakeholder will not see the data or they can’t view the data which is shared in the
network by the owner.
_______________________________________________________________________________________________________________________________________
ALGORITHM 2: Access control policy for data
_______________________________________________________________________________________________________________________________________
1. Purpose: Defining access control policy for the shared data
2. Input: Synthetic Facebook dataset
3. Output: Access control for shared data
Step1: Finding owner and stakeholder in simulation Algorithm
Step2: Owner will share the data in OSNs
Step3: Define access control policy for the shared data
Step4: Stakeholder try to access the data
Step5: Access permission for stakeholder
Step6: If stakeholder trust value is equal to owner trust value the access permission will be given
Step7: If the stakeholder trust value is less the access permission will be denied
_______________________________________________________________________________________________________________________________________
The Advantage is securing the privacy of the user in OSNs that is by defining privacy policy and setting access control
policy for shared data. The Disadvantage is user cannot define access control policy for the data that is already being
shared by linked user in OSNs because every user has their own privacy policy. For the owner after the stakeholders
are selected the authorization will be defined for the stakeholder, means who can view the data and who cannot view
the data which is shared in the network. So by defining the authorization for the stakeholder the owner privacy will
be secured, and preventing the privacy loss to the owner by defining authorization for the stakeholder, the data can
only accessed by the authorized stakeholder, unauthorized stakeholder will not see the data or they can’t view the
data which is shared in the network by the owner.
_______________________________________________________________________________________________________________________________________
ALGORITHM 3: Security of Trust (SOT) algorithm for the stakeholder’s privacy loss.
_______________________________________________________________________________________________________________________________________
Input: Fetch the Owner dataset to model and create the weighted graph from the dataset where Oi=1,2,to N is the owner
selecting one owner and Si is the stakeholder’s
Output: The stakeholder’s privacy security will come in the form of 1.
Purpose: It will solve the stakeholder’s privacy if the owner wants to misuse the data.
Step1: Calculate the shortest distance from the dijkstra’s_path_length function and update the value to dist_value.
Otherwise update dist_value=999;
Step2: Setting the threshold values for the owner threshold=0.8 opinion threshold=0.5, dist_threshold=0.32, access
Step3: Then call the Data sharing algorithm 1 to check whether it is authorized or unauthorized users.
Step 4: For checking the stakeholder’s privacy loss trust values should be between 0 and 1.
if stakeholder== 0:
g_of_ls=1;
else:
g_of_ls=(2*(e**stakeholders_loss)1+(e**stakeholder_loss))
if g_of_ls=0:
Step5: new trust values will be updated and if it is new trust values should be greater than 1 the it will be updated
with 1.0.and call the access control algorithm
if aggregated_opinion>opinion_threshold:
Print stakeholder’s soliciatated your post
else:
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Print stakeholders rejected your post
Step 6.Return the opinion to the owner.
END
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The privacy secure for the stakeholder in online social network, for that there is a voting technique in network, while
the owner posting the data like an image, video in that data, it contains stakeholders data also means in an image the
stakeholders image will be there, while the owner posting the data he/she has to ask stakeholder permission for that
there is voting technique is there while the owner is posting the data the stake holder will vote for the data means the
data can be posted or not based on the voting technique the data posting the network will be decided, if the
stakeholder vote is positive means the owner can post the data ,if the stake holder vote is negative means the data
cannot be shared in the network. So the owner as to ask for the permission, but also sometime the owner will post the
data item in the network without asking the permission from stakeholder, so the owner does not care about the
stakeholder privacy in the network, so the stakeholder will suffer the privacy loss in the network.
IV. EXPERIMENTAL RESULTS
We conducted simulation on the synthetic dataset of Facebook collected from the SNAP repository. The simulation is
performed with the help of software Gephi i.e. supported higher version of JAVA as shown in the Figure 4.1 .The
network is a scale free network contains 4039 nodes and average node degree was 12 as shown in the Figure 4.2 it
means that one person in the Facebook have average 12 friends and clustering coefficient is 0.276 as shown in the
Figure 4.2 and it also containing 88234 undirected edges. The software which we have used for the development of
the Trust Based Model are gephi is an open-source software for visualizing and analyzing the Online Source Network
(OSN). Basically, it is used for 3d graph and for analyzing the different properties of the Graph. Pycharm gives us the
basically access command line, connect to the database. It is developed by JetBrains.Pgadmin3 to maintain your
PostgreSQL database. The hardware requirement for developing the projects are the processor should be P4 and
above, the RAM is 1 GB, the graphics above HD 500GB and above. The external device which we are using is Optical
Mouse, Standard Keyboard.
Simulation Results are as follows.

Figure 4.1 Simulation Result of Online Social Network

Figure 4.2 Degree Report of Average Node Degree and Clustering coefficient
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V. RESULTS
Online Social network service providers give the built in feature for only imposes the restriction of who can view the
data, but they can’t impose the rigid restriction on who can post the data. A consequence of this one-side restriction is
that the user who posts data may unintentionally violate another users’ privacy. Consider the example where the
photograph contains the picture of three users. Lingo, Parul, Paul if Parul uploads the photo and she has not tagged
Lingo, Paul so basically Lingo, Paul privacy is compromised. For this type of privacy loss, we have introduced
mechanism to control the privacy and it should be based on the trust value between the users and stakeholder’s
before posting the co-owned data he has to ask the stakeholders to vote.

Fig 5.1 : Creation of Online Social Network

Figure 5.2 output of Trust Based Model for OSN

Table1. Trust Result
VI. CONCLUSION
Online Social Network is a platform that is made up individuals and organization termed as nodes and between
them is the link that uses internet as the connective medium. In this people are related to each other with some
relationship between them such as Friends, Family member or to some remote some product.
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The end goals for developing our project is to prevent the misusing of the sensitive data which is co-owned by the
user’s as well as the stakeholders hence the owner can misuse the information of stakeholder’s to some site where
the stakeholder’s account is not there. To solve this purpose the owner has to ask the stakeholders to share the coowned data. For this reason, we must set the trust value which is based on the distance between the owner and the
stakeholder and it will be calculated based on the formula. In such scenario privacy loss for the stakeholders
shouldn’t be compromised. Future work should seek to provide to include these all work to include the work to OSN
social network to the provide security for OSN.
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